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About StrongBox IT

StrongBox IT was founded with the purpose of providing confidence to the businesses against all operational
failures. Our vision is to help people and enterprises StrongBox their IT infrastructure in terms of security,

performance, Continuous regression, scalability and availability.

Today’s production environment is a conduit of varied technologies trying to interact as one unified system. This
pushes the operational support team to scale, at times, beyond their capacity to ensure continuous availability of
business systems. StrongBox IT compliments the operational support team in their endeavor by helping them

validate every change being rolled into production

To address the need of protecting business from IT downtime, StrongBox IT provides security testing, performance

testing and regression automation services.
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Where do we stand in the world of internet and innovation?

Accelerated digital innovation is a double-edged sword that hangs over the cybersecurity threat landscape. As
companies rapidly pursue digital transformation to compete, they can expose more of their business to cyber
disruption and theft. The problem is that cyber criminals are innovating in lockstep or, in some cases, at a greater
rate.

It’s easy to take your eye off the ball given the complexity in both technology innovation and the cybersecurity threat
landscape. It's more important than ever to ensure a continued focus on your cybersecurity strategic plan, making
adjustments based on the evolving threat landscape so that you are prepared to prevent, detect, and remediate
cybersecurity issues.

If this can be achieved by a simple 10-minute process, why wait. Channel years of cybersecurity experience, collective
intelligence of world’s leading experts and a time-tested product to protect your information and data assets.

Web Application Firewall — A Quick Introduction

A web application firewall (or WAF) filters, monitors, and blocks HTTP traffic to and from a web application. A WAF
is differentiated from a regular firewall in that a WAF is able to filter the content of specific web applications while
regular firewalls serve as a safety gate between servers. By inspecting HTTP traffic, it can prevent attacks stemming
from web application security flaws, such as SQL injection, cross-site scripting (XSS), file inclusion, and security
misconfigurations.

A web application firewall is a special type of application firewall that applies specifically to web applications. It is
deployed in front of web applications and analyzes bi-directional web-based (HTTP) traffic - detecting and blocking
anything malicious. The OWASP provides a broad technical definition for a WAF as “a security solution on the web
application level which - from a technical point of view - does not depend on the application itself.” According to the
PCI DSS Information Supplement for requirement 6.6, a WAF is defined as “a security policy enforcement point
positioned between a web application and the client endpoint. This functionality can be implemented in software
or hardware, running in an appliance device, or in a typical server running a common operating system. It may be a
stand-alone device or integrated into other network components.” In other words, a WAF can be a virtual or physical
appliance that prevents vulnerabilities in web applications from being exploited by outside threats. These
vulnerabilities may be because the application itself is a legacy type or it was insufficiently coded by design. The WAF
addresses these code shortcomings by special configurations of rule-sets, also known as policies.

WAFs are not an ultimate security solution, rather they are meant to be used in conjunction with other network
perimeter security solutions such as network firewalls and intrusion prevention systems to provide a holistic defense
strategy.
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What is Modshield SB?

Protection from DDoS, Bad OWASP CRS and Modshield Custom

— Rules. Dashboard reporting, Event

IPs, Bots, Crawlers, Spiders «—
and Log Analyzers

and Scanners

Easy to install and Easy
— to Customize. HTTP
and HTTPS

Regular threat
updates, rule updates <
and device updates

Built-in Load Balancer, DLP
and real time log forwarding

*  Modshield SBis a web Application Firewall that is powerful and enterprise grade yet affordable and easy to
implement

*  Modshield SB is custom built using Modsecurity (the most trusted firewall by security engineers) and
OWASP CRS (providing adequate coverage to application threats), adding analytics and intuitive
configuration elements that are normally cumbersome

*  Modshield SB is built for implementation on AWS, Alibaba cloud and as a Virtual machine

e StrongBox IT continuously update the custom rulesets and threat intelligence feeds thereby, eliminating
the need for the business to ensure regular updates

owerful, Customizable, Affordable all in one License
Stand Alone WAF — Full ownership and IP Reputation checks Highly Customizable
Fully Loaded control /Threat Feeds Rules

Hig Cost <5 lized Log
efficiencies MODSHIELD Management

Analytics and
Dashboards
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Modshield SB — Powerful at heart

A customized implementation of Modsecurity and OWASP Core rule set to protect your web and mobile applications

*  Straight through implementation - no
technical experience required

\'"-"’7 # hitps// *  Available on AWS, Alibaba and as a Virtual
SSL Machine

(-J Allbaba ClOUd *  SSL Support —included

Easy Setup Multiple Platforms SSL Support

e  Protect unlimited domains and
applications

Gy = M
Configurable

*  Health checks —included Protect multiple rulesets and
applications and websites unlimited custom
rules

*  Continuously updated rule sets — included

¢  Unlimited custom rules —included

Web site Health
Checks

Modshield SB — All the good stuff

Modshield SB — All the good stuff

DDoS Protection eputation Sot wers / & y Configure Safe
a S ” acti unrestricted a

And More

Load Balancer

MODSHIELD™
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Purpose of the document
The purpose of this document is to help a Modshield user make use of the powerful and extremely useful features
that Modshield provides. The document has been divided into sections addressing the basic setup and the

advanced fine-tuning options that Modshield provides.

For additional help, please write to ms_support@strongboxit.com
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Installing Modshield SB VM Image

Step No: 1 Download the VM image from the FTP link provided and upload it to a VM manager. Please allocate a 4
core, 16 GB RAM instance with a minimum of 100 GB of free space. Please ensure that the instance has an active
internet connection. Assign a static IP address to this instance if the VM will be accessed externally.

Step No2: Visit http://<Public IP>:5000/modshieldsb_login to access the administrative panel

B Login | Modshield SB x  +

< C Y @ Notsecure | 52.87.230.33:5000/modshieldsb_login * @O e Foo (&)

Dashboard Login

Username

SB
MODSHIELD aciministrator

Powered by ModSecurity and OWASP-CRS Password

Enter the provided password in the password field to login.

You should now be greeted with the empty dashboard page as follows

@ Modshield SB x  +
&« C {* © Notsecure | 52.87.230.33:5000/dashboard * @@t aFo0Oo o :

| Administrator (&)

LOG SIZE
0/0 Websites v ® Not Yet! 0.0 bytes '-

Last 1000 Threats Overview (Updated at: 0;

Last 5 days Overview Top 5 Attacker IP Top 10 Attack Category
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You will be prompted to change the password on login. Please proceed to the section: Adding a Domain to

Modshield SB to continue configuring Modshield SB for the applications that you desire to protect

10
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Security | Performance | Automation

Installing Modshield SB from the AWS Marketplace

Step No: 1 Visit the marketplace page of the version that better suits your needs (Cloud / BYOL). Click on
“Continue to Subscribe” button

Modshield SB - Web Application Firewall Continue o Subscribe

By: StrongBox ITLLC(Z'  Latest Version: ModshieldSB_1.3C ‘ Save to List

Modshield SB - The first layer of defence against numerous threats that web and mobile
Typical Total Price

$0.75/hr

applications face

Linux/Unix ‘T 0 AWS reviews )
" Total ing per instance for services
hos S.xlarge in US East (N
Virginia). View Details

Overview Pricing Usage Support Reviews

Step No: 2 Read and confirm that you accept the End User Licence Agreement (EULA)

< Product Detail Subscribe

Subscribe to this software

To create a subscription, review the pricing information, and accept the terms for this software. You can also
create a long term contract on this page.

Terms and Conditions

StrongBox IT LLC Offer

By subscribing to this software, you agree to the pricing terms and the seller's End User
License Agreement (EULA)(Z". You also agree and acknowledge that AWS may share

information about this transaction (including your payment terms) with the respective
seller, reseller or underlying provider, as applicable, In accordance with the AWS Privacy GRS U

Notice (. Your use of AWS services is subject to the AWS Customer Agreement(?' or other

agreement with AWS governing your use of such services.

Step No: 3 You should see the status as “Pending” for a while when AWS processes your request, which should

eventually change to the date when you accepted the EULA

You have subscribed to this software and agreed that your use of this software is subject to the pricing terms
and the seller's End User License Agreement (EULA) (. You agreed that AWS may share information about this
transaction (including your payment terms) with the respective seller, reseller or underlying provider, as
applicable, in accordance with the AWS Privacy Notice (4. Your use of AWS services remains subject to the AWS
Customer Agreement(?' or other agreement with AWS governing your use of such services.

Product Effective date Expiration date Action

Modshield SB - Web Application Firewall 8/6/2020 N/A w Show Details

11
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Step No: 4 Click on “Continue to Configuration” button on top right to configure your instance

IR Modshield S8 - Web Applicaton Firewal

Step No: 5 Confirm the Modshield SB version and Region that you want the instance to be deployed, and click the
“Continue to Launch” button

Configure this software

Choaose a fulfillment option below to select how you wish to deploy the software, then enter the information
required to configure the deployment.

Delivery Method
64-bit (x86) Amazon Machine Image (AMI) v

Software Version

ModshieldSB_1.3C (Jul 27, 2020) v
Region
US East (N. Virginia) v

Ami Id: ami-00f95e839f0dc9152

Product code: eztahrigSuvi3nfyqyawze8az

12
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Step No: 5 Confirm the Instance Type, VPC and subnet settings in the following page as per your needs, or you
can use the recommended defaults

EC2 Instance Type

Memaory: & GiB
c5.xlarge A CPU: 16 EC2 Compute Units {4 virtual cores with 4.0 Compute Units
each)
Storage: EBS storage only
Metweork Performance: Up to 10Gbps

VPC Settings

* indicates a default vpc

vpc-7a58b507 ¥z
Create a VPCin EC2 [
Subnet Settings
. — IPv4 CIDR block: 172.31.48.0/20
subnet-d46d89e5 (us-east-1e) LAY

Create a subnet in EC2
(Ensure you are in the selected VPC above)

Step No: 6 Since Modshield SB requires ports 22,80,443,5000 open for access to administrative panel and normal
operations, you can either click on “Create New Based on Seller Settings” to pre-populate the security group, or
configure a new security group as per your requirements

Security Group Settings

A security group acts as a firewall that controls the traffic allowed to reach one or more instances. You can create a new
Security

roup based on seller-recommended settings or choose one of your existing groups. Learn more

Select a security group v

Create New Based On Seller Settings

13
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Step No: 7 Enter name and description for the new security group, and click on “Save” Button. You can also restrict
access to the administrative panel by allowing access only from a particular IP or range of IPs by modifying the
Source IP fields at this step

Create new based on seller settings
A new security group will be generated by AWS Marketplace. It is based on recommended settings for Madshield SB -
Web Application Firewall version Modshield5B_1.3C.
Name your security Group
ModshieldSB_Security_Group
Description
This is the Security Group with rules for Modshield SB WAF

Connection Method Protocsol Port Range Source (IP or Group)

SSH tep 22 Anywhe ¥ | 0.0.0.0/0

HTTP tcp B0 Anywhe ¥ |0.0.0.0/0

HTTPS tep 443 Anywhe ¥ || 0.0.0.0/0
tcp 5000 Anywhe ¥ || 0.0.0.0/0

Rules with source of 0.0.0.0/0 allows all IP addresses to access your instance. We recommend limiting access to only

Step No: 8 Create keypair for the new instance by selecting the “Create new keypair in EC2” link which takes you

known IP addresses.

to the Keypair section in EC2

Key Pair Settings

To ensure that no other person has access to your software, the software installs on an EC2 instance with an EC2 key pair
that you created.

Select a key pair Y| 2

Create a key pair in EC2 &'
(Ensure you are in the region you wish to launch your software)

14
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Step No: 9 Click on “Create new keypair” and give suitable name

Create Key Pair

N e =T

MODSHIELD™

Step No: 10 Once you click on “Create” button in the previous step, save the generated keypair file in PEM format

to a safe and secure location

Click the button with the refresh symbol, and select the newly generated keypair from the list. Click on “Launch”

button to start your instance

Key Pair Settings

To ensure that no other person has access to your software, the software installs on an EC2 instance with an EC2 key pair

that you created.
modshield-sb-keypair

Create a key pair in EC2 &

5
T =

(Ensure you are in the region you wish to launch your software)

Your instance should now be deployed to your EC2 console

Launch this software

Launch

Congratulations! An instance of this software is successfully deployed on EC2!

AMI ID; ami-00f95e839f0dc9152 (View Launch Configuration Details)
You can view this instance on ECZ Console. You can also view all instances on Your Software. Software and AWS hourly
usage fees apply when the instance is running and will appear on your monthly bill.

You can launch this configuration again below or go to the configuration page to start a new one.

Configuration Details

Fulfillment Option

Software Version

Region

Usage Instructions

64-bit (xB&) Amazon Machine Image (AMI)
Modshield SB - Web Application Firewall

ModshieldSE_1.3C

US East (N. Virginia)

15
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In the next section, we will check on accessing the dashboard, and configuring various domains and related
settings

Accessing dashboard

Click on the “EC2 Console” link in previous step to take you directly to the page where your instance is running

Note the Instance ID (which will be the initial password), and Public IP of the WAF instance

[ ] Name Instance ID + | Instance Type Availability Zone Instance State Status Checks Alarm Status Public DNS (IPv4) 1

a i-053%efibi34cic48c 2.large us-east-le @ running @ 2/2 checks ... None “4,, ec2-52-87-230-33.com... £
»

Instance: | i-0539effbf34cfcasc Public DNS: ec2-52-87-230-33.compute-1.amazonaws.com [N = =]

Description Status Checks Monitoring Tags Usage Instructions

Instance ID | i-0539effbf34cic48c Public DNS (IPv4)  ec2-52-87-230-33.compute-

1.amazonaws.com

Instance state  running IPv4 Public IP @I
Instance type  t2.large IPv6IPs -
Finding  Opt-in to AWS Compute Optimizer for Elastic IPs
recommendations. Learn mare
Private DNS  ip-172-31-63-119.ec2.internal Availability zone  us-east-le
Private IPs~ 172.31.63.119 Security groups ~ ModshieldSB_Security_Group. view

inbound rules. view outbound rules

Secondary private IPs Scheduled events ~ No scheduled events -

Visit http://<Public IP>:5000/modshieldsb_login to access the administrative panel

B Login | Modshield SB x  +

¢« C Y @ Notsecure | 52.87.230.33:5000/modshieldsb_login ¥ @O e FO0O o :

Dashboard Login

Username

SB
MODSHIELD aciministrator

Powered by ModSecurity and OWASP-CRS Password

Enter your instance ID in the password field to login

You should now be greeted with the empty dashboard page as follows

16
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@ Modshield SB x  +
< C ¥ O Notsecure | 52.87.230.33:5000/dashboard # B O ? o & QO ©® (o]

LoG
0/0 Websites ® Not Yet! 0.0 bytes

Last 1000 Threats Overview (Upda

Last 5 days Overview Top 5 Attacker IP Top 10 Attack Category

17
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Installing Modshield SB from the Azure Marketplace
Step 1: Select your preferred plan (either Cloud or BYOL) from the provided dropdown menu, and click Continue
button

x
Create this app in Azure _
I agree to the provider's terms of use and
i . . privacy policy and understand that the
Modshield SB Web Application Firewall (WAF) rights to use this product do not come
By StrongBox IT LLC from Microsoft, unless Microsoft is the

provider. Use of Azure Marketplace is
governed by separate terms.

Software plan
Pay as you Go - Subscription Model A

Pricing: First month free, then starting at $0.58/hour

Details: All Modshield SB plans are full feature plans supporting
multiple applications

Step 2: Click on Create button to configure various deployment settings

Modshield SB Web Application Firewall (WAF) »

StrongBox IT LLC

Modshield SB Web Application Firewall (WAF) © savefor jater

StrongBox IT LLC

Free trial

Select a plan | Pay as you Go - Subscription Maodel ~ | | Start with a pre-set configuration

Want to deploy programmatically? Get started

18
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Step 3: Provide name for your new instance and change size if required from the available list

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOUr resources.

Subscription * (D) | Azure subscription 1 v |

Resource group * () | {Mew) modshieldsb-test_group ~ |

Create new

Instance details

Virtual machine name * (O | modshieldsb-test - |
Region * © | (US) East US v |
Availability options (&) | No infrastructure redundancy required W |
Image * (@ | Pay as you use - Subscription Model - Gen1 o |

Browse all public and private images

Azure Spot instance ()

Size* (@ | Standard_D2s_v3 - 2 vcpus, 8 GiB memary (493 48/month) N
Select size

Step 4: Configure your login username and authentication method in the next step. NOTE: You can also opt to use
the default modshield username to simplify user management.

Administrator account

Authentication type (@ ) SSH public key O Password

ﬂ Azure now automatically generates an S5H key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect to your
virtual machine.

Username * (0 | maodshield /|
SSH public key source | Generate new key pair S |
Key pair name * | modshieldsb-test_key /|

Step 5: Click on Review+Create button to review the final deployment template and click on Create button.

19
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Home > Modshield SB Web Application Firewall (WAF) (preview) >

Create a virtual machine

o Validation passed

Basics Disks Metworking Management Advanced Tags  Review + create

PRODUCT DETAILS
Modshield 5B Web Application Not covered by credits
Firewall (WAF) 0.5800 USD/hr

by StrongBox IT LLC
Terms of use | Privacy policy

Standard D2s v3 Subscription credits apply ©

by Microsoft 0.0960 USD/hr

Terms of use | Privacy policy Pricing for other VM sizes

TERMS

By clicking "Create", | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed
aheovn: fhy aodharnrza Miceacaft ta hill moa coreeant naveant mathad for tho fane accaciatad wath tha affarinafcl auith tha canan

Mext > Download a template for automation

Step 6: Save the SSH private key when prompted and click Download private key and create resource button to

deploy your instance

Generate new key pair

0 An 55H key pair contains both a public key and a
private key. Azure deoesn't store the private key.
After the S5H key resource is created, you won't be
able to download the private key again. Learn more &

Download private key and create resource

| Return to create a virtual machine |

20
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In the next section, we will check on accessing the dashboard, and configuring various domains and related
settings

Accessing dashboard

Once your new instance is deployed, copy the Subscription ID, which would be default password for your Modshield
SB instance

Home > Virtual machines

1 modshieldsb-test = X

Virtual machine

‘ < & Connect & Restart D Stop :: Capture i Delete ":_:" Refresh Q Share to mobile

K3 Overview

@ Advisor (1 of 2): Enable virtual machine replication to protect your applications from regianal outage =

H Activity log =
A Essentials

A2 Access control (IAM)

Resource group (change) : modshieldsb-test_group [ Operating : Linux (ubuntu 18.04)
@ Tags Sta : Running Size : Standard D2s v3 (2 vcpus, 8 GiB memory)
7 Diagnose and solve problems Location : East US Public IP addres : 40.67.104.97
Settings Subscription (change) : Azure subscription Virtual r et : modshieldsb group-vnet/default
Subscription ID : f0d7b1e2-d70e-2eea-a3b1-90352c12e652 [ DNS name : Configure
& Networking
Tags (change) Click here to add tags
& Connect
=
& Disks Properties  Monitoring ~ Capabiliti Recommendations (2)  Tutorials
B3 Size
© Security B virtual machine @& Networking
Computer name modshieldsh-test 40.87.104.9
@ Advisor recommendations .
Operating system Linux (ubuntu 18.04) (IPvG) -
0
Extensions sKU payg Private IP address 10014
% Continuous delivery Publisher strongboxitllc1594816423864 Private IP address (IPv6) -
® Availability + scaling VM generation V1 Virtual network/subnet  modshieldsb-test_group-vnet/default
& Configuration Agent status Ready DNS name Configure
@ Agent version 22492
entity .
Host None B size
Il Properties - ety nlacement W Size Standard D2s v3 -

Visit http://<Public IP>:5000/modshieldsb_login to access the administrative panel

21
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Dashboard Login

Username

SB
MODSHIELD pcministrator

Powered by ModSecurity and OWASP-CRS Password

Enter your Azure Subscription ID in the password field to login

You should now be greeted with the empty dashboard page as follows

LOG SIZE
0/0 Websites v (N Not Yet! 0.0 bytes

Last 1000 Threats Overview (Updated at:

Last 5 days Overview Top 5 Attacker IP Top 10 Attack Category
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Installing Modshield SB from the GCP Marketplace
Step 1: Open the GCP Marketplace listing page that suits your licensing model (Cloud / BYOL), and click on the

Launch button.

Google Cloud Platform

-
a®

Runs on

Google Compute Engine

Type

Bingla VRS

st updated

1 S0, 1053
Category
Monitoring
Sacurnty

War akon

mmodehisldih-1 5S¢

Modshield SB - Web Application Firewall
StrongBox [T Pwt Ltd

Estimated costs: S0000/month

The first layer of web/maobile defense against rumerous thiesls

LAUNCH

Overview

Modshiald 8B, & cussam-built and affordablo Web Application Firowall (WAF) protects your web: and mabiks
applcatang fiom sscurily thisats and comes equipped with piemium Tealres thal inchede 3 Bidl-n load balandes
Cata loss protection and Anahytics. The Modshield 58 ‘WAF i an casy to implerment, plug and play devioe that is
powsred by Modsecurity and the WASP Coes Aule Sat to protect you from @ wide ranga of thieat vectons

Abaut StrongBao [T Pt Lid

Witth IT vabdation expertise, Strong8os IT was founded with a vision to help businesses scale up their operational
systomes with confidance. We instill this confidence by ‘StrongBoxing their IT infrastructure in terms of security,
pertormnance, comingcas regresson, scalability amd availablity

Step 2: Provide a suitable instance name for your new deployment. Change the Deployment Zone and Machine
Type if required, while it's recommended to use the deployment template defaults. Disk Size can be increased if

logs are to be rotated less frequently or in systems requiring high traffic

& New Modshield SB - Web Application Firewall deployment

Deployment name h Modshield SB - Web Application Firewall overview
z .

| modshreldsbtes!de?!?xn\enl amm  solution provided by StrongBox IT Pvt Ltd
Z

= Software

us-central1-b -

Operating system Ubuntu (18.04)
Machine type
4vCPUs - 15 GB memory Customise Terms of Service

Upgrade your account to create instances with up to 96 cores

Boot Disk
Boot disk type
SSD Persistent Disk

Boot disk size in GB
30

By deploying the sof
with the StrongBox v v
ce and the terms of applicable open source s
oftware or s terms a
ted to the software

licences carefully for
or service. To

source software licence governs your use of that software or service.

By using this product, you understand that certain account and usage information
- may be shared with StrongBox IT Pvt Ltd for the purposes of sales attribution,
performance analysis and support

viding this software or service ‘as-is' and any support for this
service will be provided by StrongBox IT Pvt Ltd under their terms of

Google is p
software o
service.
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Step 3: Click on the Deploy button once all the settings are finalized

<  modshieldsb-t... B STOP @ DELETE

O modshieldsb-test-deployment is being deployed

BB Overview - modshieldsb-test-deployment
v s modshieldsb-cloud modshieldsb-cloud jinja
+ [ modshieldsb-cloud-vm-tmpl vm_instance.py
s Mmodshieldsb-test-deployment-vm vm instance
B modshieldsb-test-deployment-tcp-80 firewall
B modshieldsb-test-deployment-tep-443 firewall

B modshieldsb-test-deployment-tcp-5000 firewall

Step 4: Select the deployed package overview link in the left pane and open the Admin Panel URL from the right
pane to launch the administrative console.

& modshieldsb-test-deployment WOELETE X modshieldsb-cloud
“%e==: Modshield SB - Web Application Firewall
@  modshieldsb-test-deployment has been deployed A‘-:-: odshie -we App ication Firewa
A

Solution provided by StrongBox IT Pvt Ltd

I Overview - modshieldsb-test-deployment

Admin URL gin (2
v AR Mmodshieldsb-cloud modshieldsb-cloud Jinja Instance
+ [ modshieldsb-cloud-vm-tmpl vm_instance py Instance zone us-centrall-b
B modshieldsb-test-deploy vm instance Instance machine type nl-standard-4

B modshieldsb-test-deployment-1cp-80 firewal v MORE ABOUT THE SOFTWARE
B modshieldsb-test-deployment-1cp-443 firewall

B modshieldsb-test-deployment-1cp-5000 firewall Get started with Modshield SB - Web Application Firewall

LOG INTO THE ADMIN PANEL (£ OPEN DASHBOARD -

Suggested next steps

+ Dashboard
Visit http.//:5000/modshieldsb_login The default password for administrative panel
is the instance ID

« Assign a static 1 1P add: 10 your VM
An ephemeral external IP address has been assigned to the VM instance. If you
require a static extemal IP address, you may promote the address to static. Learn

24
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Accessing dashboard

Once your new instance is deployed, copy the Instance ID, which would be default password for your Modshield SB
instance

Dashboard Login

Username

Sp
MODSHIELD pcminisrator

Powered by ModSecurity and OWASP-CRS Password

Enter your GCP Instance ID in the password field to login

You should now be greeted with the empty dashboard page as follows

0/0 Websites v ®

Last 1000 Threats Overview (Updated z

Last 5 days Overview Top 5 Attacker IP Top 10 Attack Category
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Setting up a Domain in Modshield SB

Step No: 1 To add a domain, login to your Modshield instance.

© Login | Madshield 5B x 4+ = X

¢« C [ ® Notsecure | [33414.172:5000/login |« B o 4 @ :

Dashboard Login

Username

MODSHIELD" | NN

Password

[& swongboxit Josep..dat A~ Showall X

Step No: 2 Based on your implementation, this could be a VM or a cloud instance

© Login | Madshield 5B x 4+ = X

¢« C [ ® Notsecure | 334114:17255000/login % B0 4 @ :

Dashboard Login

Username

MODSHIELD" | NN

Password

Please fill in this field,

Login

[& swongboxit Josep..dat A~ Showall X
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Step No: 3 Before you begin, configure the DNS for your domain to point to the Modshield SB IP address

© Login | Madshield 5B x 4+ = X

<« C A Notsecure | 334.14.172:5000/login o+ B 0 4 0 :

Dashboard Login

Username

MODSHIELD" | NN

Password

[& swongboxit Josep..dat A~ Showall X

Step No: 4 Enter your Modshield password and login

© Login | Madshield 5B x 4+ = X

<« C A Notsecure | 334.14.172:5000/login o+ B 0 4 0 :

Dashboard Login

Username

MODSHIELD" | NN

Password

[& swongboxit Josep..dat A~ Showall X
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Step No: 5 This dashboard will be blank if you are configuring your first website or application

@ Dashiboard - ModShield 5B x 4+

<« C @ Notsecure | 334.14.172:5000/dashboard

Dashboard

MONITORING

Logs

ADDONS

[ 3

2/3 Websites

Last 5 days Overview

LOG SIZE
® OD:0OH:59M:45S 0 296.5 MB

Top 5 Attacker IP Top 10 Attack Category

Showall X

If your domain has a SSL Certificate, you will be required to complete the addition of SSL certificates first. This will
later be associated to the domains that you configure in Modshield SB. If you are adding a HTTP application, you
can skip the next section and continue from Adding a Domain to Modshield SB

Adding SSL certificate to Modshield SB

Step no 1: To add SSL certificate click on configuration ->SSL certificate

&« C A Notsecure | testboxstrongboxit.com:5000/dashboard

i oApps @ NewTeb [ Media Player

Dashboard

I-

Configuration

Load Balancer

1/1 Websites
CONFIGURATION
SSL Certificate
Domain Configuration
Firewall Configuration

Access Filtering
RULES MANAGEMENT

Default Ruleset

Custom Ruleset

testbox.strongboxit.com:5000/dashboard#

Order History ¥ IPL Fantasy League o E-RECEIPT OF EXA... @ CAT Admit Card 20... @ application form of...

® OD:0H:16 M:38S 0

Last 1000 Threats Overview (Updated at: 08/27/2021, 10:12:07)

#oe % A

» Cther bookmarks Reading list

® ‘ Administrator (@

LOG SIZE

558.3 KB

Top 5 Attacker IP Top 10 Attack Category
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Step 2: Click on Add SSL certificate icon to add your certificate. You can also view, edit and delete your existing

certificates.

& C A Notsecure | testboxstrongboxit.com:5000/certificate_list

@ NewTsb 3 MediaPlayer 3 Orderbistory 3 IPLFantasy league @) E-RECEIPTOFEXA. @ CAT Admit Card 20..

SSL Certificate

I d

Configuration

SSL Certificate

SSL Certificate Name

testbox.strongboxit.com

Load Balancer

testbox.strongbexit.com:5000/certificate_list®

@ spplication form of...

% Delete

Actions

»

Add SSL
Certificate

o % = &

Other bookmarks Reading list

Administrator

Step 3: SSL Certificate dialog box appears. Click on choose file option in certificate column and upload your

certificate. Click on submit.

&« C A Notsecure | testboxstrongboxit.com:5000/certificate_list

Hoapps @ NewTab [ Wedia Player Order History ¥ IPL Fantasy League )} E-RECEIPT OF £XA.. B CAT Admit Card 20...

SSL Certificate

Certificate Name

Certificate Choose File RGN Y]

Private Key Choose File RRETs o0

SSL Chain Disable

@ application form of...

»

Other bookmarks

o % =@ :

Reading lis

£
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Step 4: To edit your certificate click on edit icon.

& C A Notsecure | testboxstrongboxit.com:5000/certificate list - % = ‘ :

@ NewTsb [ Media Player OrderHistory  § IPLFantssy Leaguz  @)) E-RECEIPT OFEXA.. @B CAT AdmitCard 20.. @ application form of... » Other bookmarks Reading list

Administrator

= SSL Certificate

Dashboard

I d

Configuration

SSL Certificate

SSL Certificate Name Actions

testbox.strongboxit.com X Delete

Load Balancer

testboxstrongbexit.com:5000/certificate_list#

Step 5: SSL Certificate dialog box appears. You can make the necessary changes to the certificate based on your

reqUIrementS
& C A Notsecure | testbox.strongboxit.com:5000/certificate_list o ¥ = s H
B Apps @ NewTab [ Media Player Order History § IPL Fantasy League @) E-RECEIPTOF EXA.. @B CAT Admit Card 20.. @ application form of... » Other bookmarks Reading lis

SSL Certificate

Certificate Name

Certificate Choose File SRR EE]

Private Key Choose File NGRiEYE =0

SSL Chain Disable
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Step 6: You can delete your existing certificate just by simply clicking on the delete icon.

&« C A Not secure | testbox.strongboxit.com:5000/certificate_list

= SSL Certificate

Dashboard

I d

Configuration

SSL Certificate

SSL Certificate Name

testbox.strongboxit.com

Load Balancer

testboxstrongbexit.com:5000/certificate_list#

@ NewTsb [ Media Player OrderHistory  § IPLFantasy Leaguz ) E-RECEIPT OF EXA..

@B CAT Admit Card 20.. @ application form of...

[ Edit XDelete

Step 7: You can also upload chain SSL certificate by clicking on Add Certificate

& C A Notsecure | testboxstrongboxit.com:5000/certificate_list

3 oApps @ NewTsb [J MediaPlayer 3 Orderistory 3 IPLFantasy league  @)) E-RECEIPT OF EXA..

SSL Certificate

I d

Configuration

SSL Certificate

SSL Certificate Name

testbox.strongboxit.com

Load Balancer

testbox.strongbexit.com:5000/certificate_list®

Step 8: SSL dialog box appears. Change the SSL chain from disabled to enabled by selecting from the drop down list

box

@ CAT Admit Card 20.. @ spplication form of...

@ Edit X Delete

Actions

Actions

MODSHIELD™

»

Add SSL
Certificate

»

Add SSL
Certificate

o @

Other bookmarks Reading list

Administrator

o % @

Other bookmarks Reading list

Administrator

2
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SSL Certificate

Certificate Name

Certificate Choose File RGRIERGEE]
Private Key Choose File GRERe TSI

SSL Chain Choose File RIERIEReBEE]

-

Step 9: Click on choose file option from the SSL chain column. Select the required file and then click on ok. Your file
name will appear in the SSL chain column. Then click on submit.

SSL Certificate

Certificate Name

Certificate Choose File |NGRIERLEC
Private Key Choose File RGREYe o=

SSL Chain Enable

SSL Chain Choose File [dESSEHeld
oo 3
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a Domain to Modshield SB

MODSHIELD™

Step No: 6 To add your domain to Modshield, open the domain configuration option from the configuration menu

@ Dashiboard - Modst

<« C @ Notsecure | 334.14.172:5000/dashboard

Dashboard
MONITORING

rd

Configuration

hield SB x  +

LOG SIZE
2/3 Websites ® OD:0H:59M:45S 0 296.5 MB

Domain Configuration

R Firewall Configuration

Logs

Top 5 Attacker IP Top 10 Attack Category

Access Filtering

ADDONS

[ 3

Default Ruleset

Load Balancer

Custom Ruleset

& strongboxit Josep

dst A

Showall X

Step No: 7

Dashboard

Configuration

Load Balancer

Click on Add domain icon to add the domain.

Domain Configuration

Domain Configuration

Show 10 entries

Host Name Destination SSL Support

No data available in table

Showing 0 to 0 of O entries

Add demain

Search:

Firewall Options

Previous  Next
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Step No: 8 Add domain dialog box will be opened to aid the configuration.

Domain Configuration

Host Name testbox.strongboxit.com

Destination IP 34.205.143.207

Enable Firewall True

SSL Certificate testbox.strongboxit.com

Terminate SSL False

TLS Version |11 .12 |13

Step No: 9 Enter your domain name in the Host Name.

Domain Configuration

Host Name testbox.strongboxit.com
Destination IP 34.205.143.207

Enable Firewall True

SSL Certificate testbox.strongboxit.com

Terminate SSL False

TLS Version |11 .12 |13
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Step No: 10 Add the IP address in which the application or website is hosted

Domain Configuration

Host Name testbox.strongboxit.com

Destination IP 34.205.143.207

Enable Firewall True

SSL Certificate testbox.strongboxit.com

Terminate SSL False

TLS Version |11 .12 |13

Step No: 11 Enabling Firewall will turn on protection for your domain. You can also choose to turn this on later

Domain Configuration

Host Name testbox.strongboxit.com
Destination IP 34.205.143.207

Enable Firewall True

SSL Certificate testbox.strongboxit.com

Terminate SSL False

TLS Version |11 .12 |13
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Step No: 12 If you are running a HTTP domain, click on Add Domain to complete the configuration

Domain Configuration

Host Name testbox.strongboxit.com
Destination IP 34.205.143.207

Enable Firewall True

o

Step No: 13 If you have previously added SSL certificates, It will be displayed in the SSL certificate column.

Domain Configuration

Host Name testbox.strongboxit.com
Destination IP 34.205.143.207

Enable Firewall True

SS1 Certificate testbox.strongboxit.com

testbox.strongboxit.com

Terminate SSL

TLS Version 11 |12 " 13

—_—
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Step No: 14 You can see that the domain is now added to the list of domains

Administrator (&

Dashboard

Add domain

Configuration
Domain Configuration

Show 10 entries Search:

Host Name Destination SSL Support Firewall Options

Ry testbox.strongboxit.com 34.205.143.207 testbox.strongboxit.com WlB EDLP @Edt XDelete

Showing 1 to 1 of 1 entries Previous | 1  Next

Step 15: To make changes to the domain configuration click on edit icon

&« C A Notsecure | testboxstrongboxit.com:5000/domain_list o Y Q H

HoApps @ NewTsb [ Media Player OrderHistory  § IPLFantssy Leaguz  @)) E-RECEIPT OFEXA.. @B CAT AdmitCard 20.. @ application form of... » Other bookmarks Reading list

Administrator &

Dashboard

Add domain

Domain Configuration

Show 10 entries Search:

Host Name Destination SSL Support Firewall Options

EBETTER testbox.strongboxit.com 34.205.143.207 testbox.strongboxit.com

B FMDLP [FEdit XDelete

Showing 1 to 1 of 1 entries Previous | 1 Next
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Step 16: Domain configuration dialog box appears. You can make the required changes to the DNS configuration

here.
&« C A Notsecure | testboxstrongboxit.com:5000/domain_list o Y G :
M Apps @ MewTsb [J MediaPlayer 3 OrderHistory ¥ IPLFantasyleague @) E-RECEIPTOFEXA. @ CAT AdmitCard 20.. @ application form of... » Other bookmarks Reading list

Domain Configuration

Host Name testbox.strongboxit.com

Destination IP 34.205.143.207

Enable Firewall True

SSL Certificate testbox.strongboxit.com

Terminate SSL False

TLS Version H 11 .12 | 13

Step 17: To incorporate more than one TLS versions on your domain click on edit in the domain configuration

section.
& C A Not secure | testboxstrongboxit.com:5000/demain_list o 1Y a H
i Apps @ MewTsb [J MediaPlayer 2 OrderHistory ¥ IPLFantasyleague ) E-RECEIPTOFEXA. @ CAT AdmitCard 20.. @ application form of... » Other bookmarks Reading list

Administrator &

a Domain Configuration

Dashboard

Add domain

Configuration
Domain Configuration

Show 10 entries Search:

Host Name Destination SSL Support Firewall Options

LR ey testbox.strongboxit.com 34.205.143.207 testbox.strongboxit.com

1B EDLP [#FEdit XDelete

Showing 1 to 1 of 1 entries Previous | 1 Next
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Step 18: Domain configuration dialog box appears. In the TLS versions row you can always switch between multiple

versions just by clicking the checkbox next to it.

&« C A Notsecure | testboxstrongboxit.com:5000/domain_list o 5t G H

HoApps @ NewTsb [ MediaPlayer 3 Orderbistory 3 IPLFantasyleague @) E-RECEIPTOFEXA.. @ CAT Admit Card 20.. @ application form of.. » Cther bookmarks Reading list

Domain Configuration

Host Name testbox.strongboxit.com
Destination IP 34.205.143.207

Enable Firewall True

SSL Certificate testbox.strongboxit.com
Terminate SSL False

TLS Version H 11 .12 | 13

o
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Modshield Configuration — Basic Configuration
Video Link: https://youtu.be/0-70VKoGsp0

Login to your Modshield cloud instance or Virtual Machine

Administrator

Dashboard LOG SIZE
1/1 Websites ® 0D:0H:16M:385 O 558.3 KB

rd CONFIGURATION

Canfiguration
: EEL ‘ )
Last 1000 Threats Overview (Updated at: 08/27/2021, 10:12:07)

Domain Configuration

Firewall Configuration Top 5 Attacker IP Top 10 Attack Category
Access Filtering

RULES MANAGEMENT

Default Ruleset

Custom Ruleset

testboxstrengboxit.com:5000/dashboard#

Select Firewall Configuration from the configuration menu

Administrator @

LOG SIZE a2
1/1 Websites V ® OD:0H:16M:38S O 558.3 KB '-

CONFY
Configuration
SSL Certificate 8
Last 1000 Threats Overview (Upd
Domain Configuration

Firewall Configuration Top 5 Attacker IP Top 10 Attack Category

Access Filtening

RULES MANAGEMENT

Default Ruleset

Custom Ruleset
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This is where you can set various options to fine tune Modhshield.

@ Modshield 58 X G pidr-
< c A Not secure | 10.10.171.19:5000/mg_firewal

Manage Firewall

Configure Modshield Service

Paranoia Level

Select Engine Mode
Request Limit (bytes)
File Upload Scanner
Response Processing
Log Policy

IP Reputation Filter

DoS Protection

Paranoia Levels

The first setting, Paranoia level, allows you to choose the tolerance level of the firewall.

@ Mooshield 58 X +

¢ C A Notsecure | 10.10.171.19:5000/mg_firewal

Manage Firewall

Configure Modshield Service

Paranoia Level

Select Engine Mode
Request Limit (bytes)
File Upload Scanner

Response Processing

Log Policy

IP Reputation Filter

DoS Protection

Paranoia Level 2

Detection + Blocking

524228

Disabled

Enabled

Log blocked threats

Enabled

Disabled

Paranoia Level 2

Paranoia Level 4
Paranoia Level 3
Paranoia Level 2
Paranoia Level 1

524228

Disabled

Enabled

Log blocked threats

Enabled

Disabled

MODSHIELD™

Administrator

‘ Administrator @)
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We found level 2, the default setting, to be the most effective with the least false positives

X + v = a X

€« C A Not secure | 10.10.171.19:5000/mg_firewal O @ cuest

Administrator

Dashboard

Manage Firewall

Configure Modshield Service Save Changes

Paranoia Level Paranoia Level 2

Select Engine Mode Detection + Blocking
Request Limit (bytes) 524228

File Upload Scanner Disabled

Response Processing Enabled

Log Policy Log blocked threats
IP Reputation Filter Enabled

DoS Protection Disabled

Higher the paranoia level, greater is the chance of false positives.

© Modshield 5B x + v - B8 x

€« C A Notsecure | 10.10.171.19:5000/mg_firewal O O cuest

Administrator

Manage Firewall

Dashboard

Configure Modshield Service

dify Paranoia Level for
Paranoia Level Paranoia Level 2 1z

Paranoia Level 4
Paranoia Level 3
Paranoia Level 2

ct Engine Mod
Select Engine Mode 1

Request Limit (bytes) 524228

File Upload Scanner Disabled

Response Processing Enabled

Log Policy Log blocked threats

IP Reputation Filter Enabled

DoS Protection Disabled
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We recommend that you try multiple options before you finalise on the one that best suits your need

@ Modshield 58 X + v = o X

€« C A Notsecure | 10.10.171.19:5000/mg_firew O @ cuest

Administrator

Manage Firewall

Configure Modshield Service Save Changes

Paranoia Level Paranoia Level 2

Select Engine Mode Detection + Blocking

Request Limit (bytes) 524228

File Upload Scanner Disabled

Response Processing Enabled

Log Policy Log blocked threats

IP Reputation Filter Enabled

DoS Protection Disabled

Engine Mode

The next setting, Engine Mode, can help when you are trying multiple settings

@ Modshield 58 X R v = o X

< C A Notsecure | 10.10.171.19:5000/mg

‘ Administrator @

Manage Firewall

Configure Modshield Service

Paranoia Level Paranoia Level 2

Select Engine Mode Detection + Blocking

and/or blocking malicious

req

Request Limit (bytes) 524228

File Upload Scanner Disabled

Response Processing Enabled

Log Policy Log blocked threats

IP Reputation Filter Enabled

DoS Protection Disabled
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The default is Detection and Blocking. Leave this at Detection Only, till you are ready to go live
@ Modshield 58 X + v = o X
€« C A Notsecure | 10.10.171.19:5000/mg_firewal O @ cues

Administrator

Dashboard

Manage Firewall

Configure Modshield Service

Paranoia Level Paranoia Level 2

Configure the Modshield

A Z service for detecting thr
Select Engine Mode Detection + Blocking %
and/or blocking malicio

Detection Only | requests
Request Limit (bytes) Detection + Blocking

File Upload Scanner Disabled
Response Processing Enabled
Log Policy Log blocked threats
IP Reputation Filter Enabled

DoS Protection Disabled

Configure SafelP
= 1034
@ O Type hereto search ] L 32°C Mostlysunny ~ @ @ w10 en6 oo, B

© HModshield 58 x 4+ v - o X

€« C A Notsecure | 10.10.171.19:5000/mg_firewal o em,av

Administrator

Manage Firewall

Dashboard

Configure Modshield Service

Paranoia Level Paranoia Level 2

Configure the Modshield
5 ]| service for detecting thr
Select Engine Mode Detection Only ‘ cgetecting

andlor blocking malicious

Detection Only requests

Request Limit (bytes) Detection + Blocking

File Upload Scanner Disabled

Response Processing Enabled

Log Policy Log blocked threats

IP Reputation Filter Enabled

DoS Protection Disabled

44



StrongBox IT sB
N MODSHIELD

By enabling detection only you can analyze the events using this, before you instruct the firewall to block all
threats.

@ Modshield 58 X + v = o X

PN
Q
1 3

10.10.171.19:50¢

Administrator

Dashboard

Manage Firewall

Configure Modshield Service

Paranoia Level Paranoia Level 2

Select Engine Mode Detection Only
Request Limit (bytes) 524228

File Upload Scanner Disabled
Response Processing Enabled

Log Policy Log blocked threats

IP Reputation Filter Enabled

DoS Protection Disabled

This can help in analyzing false postives, especially when you add custom rules or DLP
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Request Limit

The next setting, Request limit, is the size of a request that the firewall will process.

Dashboard

Manage Firewall

Configure Modshield Service

Paranoia Level

Select Engine Mode

Request Limit (bytes)

File Upload Scanner

Response Processing

Log Policy

IP Reputation Filter

DoS Protection

Paranoia Level 2

Detection + Blocking

524228

Disabled

Enabled

Log blocked threats

Enabled

Disabled

MODSHIELD™

Administrator

Configure the maximum
of request data that

ld scan for

You can increase this value if you are expecting large attachments to avoid them being blocked

@ Modshield 58 x +

< c A Not secure | 10.10.171.19:5000/mg_firew:

Manage Firewall

Configure Modshield Service

Paranoia Level

Select Engine Mode

Request Limit (bytes)

File Upload Scanner

Response Processing

Log Policy

IP Reputation Filter

DoS Protection

Paranoia Level 2

Detection + Blocking
52422¢
Disabled
Enabled
Log blocked threats
Enabled

Disabled

Administrator

Save Changes

Configure the Modshield

rvice if ta

needs to b
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MODSHIELD™

You have the option to enable or disable antivirus scanning. When enabled, the scanner will detect and prevent

malware-infected files before they are uploaded to the application.

Manage Firewall

Dashboard

Configure Modshield Service

Paranoia Level

Select Engine Mode
Request Limit (bytes)
Antivirus Scanner
Response Processing
Log Policy

IP Reputation Filter

DoS Protection

Configure SafelP

Response Processing

Paranoia Level 2

Detection + Blocking

524228

Enabled

Enabled
Disabled

Log blocked threats

Enabled

Disabled

You can turn response processing on or off using this setting.

@ Mooshield 58 X +

€« C A Notsecure | 10.10.171.19:5000/mg_firew

Manage Firewall

Configure Modshield Service

Paranoia Level

Select Engine Mode
Request Limit (bytes)
File Upload Scanner
Response Processing
Log Policy

IP Reputation Filter

DoS Protection

Paranoia Level 2

Detection + Blocking

524228

Disabled

Enabled

Enabled
Disabled

Enabled

Disabled

Administrator @

Administrator

ending to client
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If your application responses need not be validated, you can turn this off.

@ Modshield 58 X +

< c A Not secure | 10.10.171.19:5000/mg_firewal

Dashboard

Manage Firewall

Configure Modshield Service

Disabling this will give you a higher performance. This is enabled by default

@ Modshield 58 X +

< c A Not secure | 10.10.171.19:5000/mg_firewal

Manage Firewall

Configure Modshield Service

Paranoia Level

Select Engine Mode

Request Limit (bytes)

File Upload Scanner

Response Processing

Log Policy

IP Reputation Filter

DoS Protection

Paranoia Level

Select Engine Mode

Request Limit (bytes)

File Upload Scanner

Response Processing

Log Policy

IP Reputation Filter

DoS Protection

Paranoia Level 2

Detection + Blocking

524228

Disabled

Disabled

Log blocked threats

Enabled

Disabled

Paranoia Level 2

Detection + Blocking

524228

Disabled

Disabled

Log blocked threats

Enabled

Disabled

MODSHIELD™

Administrator

Save Changes

Configure the

lidated before

sending to client

Administrator

Save Changes

Configure the

lidated before

sending to client
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Log Policy

You can also choose to log only the blocked threats or log everything, based on your requirement
@ Modshield 58 X + v = o X
€« C A Notsecure | 10.10.171.19:5000/mg_firewal O © cues

Administrator

Dashboard

Manage Firewall

Configure Modshield Service Save Changes

Paranoia Level Paranoia Level 2

Select Engine Mode Detection + Blocking
Request Limit (bytes) 524228
File Upload Scanner Disabled

Response Processing Disabled

Configure Modshield service

Log Policy Log blocked threats to log only malicio

Log blocked threats
IP Reputation Filter Log Everything

DoS Protection Disabled

Logging every request and response might be required for certain compliance reasons

© Modshield 58 x 4+ v - o x

€ C A Notsecure | 10.10.171.19:5000/mg_firewal O O cuest

Administrator

Manage Firewall

Configure Modshield Service

Paranoia Level Paranoia Level 2

Select Engine Mode Detection + Blocking

Request Limit (bytes) 524228

’ File Upload Scanner Disabled
Disabled

Response Processing
Configure Modshiel

to log only malicios

Log Policy Log Everything
IP Reputation Filter Enabled

DoS Protection Disabled

49



StrongBox IT sB
N MODSHIELD

Also be aware that log files grow faster when all activity is logged.
© Modshield 58 x 4+ v - o8 X
€« C A Notsecure | 10.10.171.19:5000/mg_firewal O O cues

Administrator

Manage Firewall

Configure Modshield Service

Paranoia Level Paranoia Level 2

Select Engine Mode Detection + Blocking
Request Limit (bytes) 524228

’ File Upload Scanner Disabled

Response Processing Disabled
Configure Mods
Log Policy Log Everything

IP Reputation Filter Enabled

DoS Protection Disabled

If you are forwarding log entries externally, the forwarded events are also based on this setting

The default setting is to Log only the blocked threats.

@ Modshield 58 X + i

< C A Not secure | 10.10.171.19:5000/mg_f!

Administrator

Manage Firewall

Configure Modshield Service

Paranoia Level Paranoia Level 2

Select Engine Mode Detection + Blocking
Request Limit (bytes) 524228
File Upload Scanner Disabled

Response Processing Disabled
Configure Mods

to log only maliciou:

Log Policy Log blocked threats

Log blocked threats
IP Reputation Filter Log Everything

DoS Protection Disabled
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Please remember to Save Changes for all your settings to take effect

x 4

Not secure | 10.10.171.19:50¢

Manage Firewall

Configure Modshield Service

Paranoia Level

Select Engine Mode

Request Limit (bytes)

File Upload Scanner

Response Processing

Log Policy

IP Reputation Filter

DoS Protection

Paranoia Level 2

Detection + Blocking

524228

Disabled

Enabled

Log blocked threats

Enabled

Disabled

Modshield Configuration — Fine tune your firewall
Video Link: https://youtu.be/rfLHrQibYdc

Select Firewall Configuration from the configuration menu

MODSHIELD™

Administrator

Save Changes

Dashboard - ModShield 5B x  +

<« X @ Notsecure | 3.34.14.172:5000/dashboard

Dashboard

MONITORING

F

Configuration

Logs

ADDONS

[ 3

Load Balancar

2/3 Websites

Domain Configuration
Firewall Configuration

Access Filtering

Default Ruleset

Custom Ruleset

LOG SIZE
® OD:0H:5M:27S 0 297.4 MB

Top 5 Attacker IP

Top 10 Attack Category
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IP Reputation Filters

The first setting that we will look at, is IP reputation

Dashboard

Manage Firewall

Configure Modshield Service

Paranoia Level

Select Engine Mode
Request Limit (bytes)
File Upload Scanner
Response Processing
Log Policy

IP Reputation Filter

DoS Protection

MODSHIELD™

Administrator

Save Changes

Paranoia Level 2

Detection + Blocking

524228

Disabled

Disabled

Log blocked threats

Y | Block IPs that are known to

Enabled ‘ be from common attack

spammer:

Disabled

This filter blocks all known bad IP addresses, Bots, crawlers and Tor exit nodes

@ Modshield 58 x o+

« C A Notsecure | 10.10.171.19:5000/mg_firewal

Manage Firewall

Configure Modshield Service

Paranoia Level

Select Engine Mode
Request it (bytes)
File Upload Scanner
Response Processing
Log Policy

IP Reputation Filter

DoS Protection

‘ Administrator @

Paranoia Level 2

Detection + Blocking
524228

Disabled

Disabled

Log blocked threats

Block IPs that are known to

Enabled || befrom common attack

spammers, and TOR node

Enabled
Disabled
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Modshield is continuously updated with threat intelligence feeds to ensure efficient detection

© Modshield 58 x 4+

€« C A Notsecure | 10.10.171.19:5000/mg_f

Manage Firewall

Dashboard

Configure Modshield Service

Paranoia Level

Select Engine Mode

Request Limit (bytes)

File Upload Scanner

Response Processing

Log Policy

IP Reputation Filter

DoS Protection

Paranoia Level 2

Detection + Blocking

524228

Disabled

Disabled

Log blocked threats

Disabled

Disabled

The default setting is "Disabled". Enable it to have real time threat protection

@ Modshield 58 x o+

< c A Not secure | 10.10.171.19:5000/mg_f

Manage Firewall

Configure Modshield Service

There might be a slight compromise on performance when this filter is enabled

Paranoia Level

Select Engine Mode

Request Limit (bytes)

File Upload Scanner

Response Processing

Log Policy

IP Reputation Filter

DoS Protection

Paranoia Level 2

Detection + Blocking

524228

Disabled

Disabled

Log blocked threats

Enabled

Enabled
Disabled

Administrator

Block are kn
be from common attac

spammers, and TOR nodes

Administrator

Block IPs that are known to

spammers, and TOR node
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Denial of Service Protection
The next setting that we will talk about is DoS protection

This setting is disabled by default
@ Modshield 58 x o+ S
€« C A Notsecure | 10.10.171.19:5000/mg_firewal O @ cuest

Administrator

Dashboard

Manage Firewall

Configure Modshield Service

Paranoia Level Paranoia Level 2

Select Engine Mode Detection + Blocking
Request Limit (bytes) 524228

’ File Upload Scanner Disabled
Response Processing Disabled
Log Policy Log blocked threats
IP Reputation Filter Disabled

ble Protection

DoS Protection Disabled

Enabling this setting will also require you to define the parameters for identification
© Modshield 58 x + v - o X
€« C A Not secure | 10.10.171.19:5000/mg_firewal O @ cuest

‘ Administrator @

Dashboard

Manage Firewall

Configure Modshield Service
Paranoia Level ia Level 2
Select Engine Mode Detection + Blocking

Request Limit (bytes) 524228

File Upload Scanner Disabled

Response Processing Disabled

Log Policy Log blocked threats

IP Reputation Filter Disabled

DoS Protection Disabled

Enabled
Disabled
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You will have to define these parameters so that a DoS attack can be identified accordingly

© Modshield 5B x + v - B8 X

& C A Notsecure | 10.10.171.19:5000/mg_firewal O @ cuest

‘ Administrator @

Configure Modshield Service

Paranoia Level Paranoia Level 2

Select Engine Mode Detection + Blocking

Request Limit (bytes) 524228

File Upload Scanner Disabled

Response Processing Disabled

Log Policy Log blocked threats

IP Reputation Filter Disabled

DoS Protection Enabled

Burst Time Slice 60

Counter Threshold 100

Block Timeout 600

For example, 100 requests from an IP, within 60 seconds, can be considered as an attack
Let’s see how we set this in the firewall and block that IP for 600 seconds or 10 minutes

The first setting, Burst Time slice, defines the time period for identification
@ Modshield 58 X o+ > = o X
¢ C A Notsecure | 10.10.171.19:5000/mg_firewal O @ cuest

Configure Modshield Service ‘ Administrator

Paranoia Level Paranoia Level 2

Select Engine Mode Detection + Blocking
Request Limit (bytes) 524228
File Upload Scanner Disabled

Response Processing Disabled

Log Policy Log blocked threats

IP Reputation Filter Disabled

DoS Protection Enabled

Burst Time Slice 60

Counter Threshold 100

Block Timeout 600
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Here, the count of the number of similar requests will be reset every 60 seconds

The threshold defines the maximum allowable number of requests within the burst time slice

X o+ ~ = o X

Not secure | 10.10.171.19:5000/mg_firewa

Configure Modshield Service ‘ Administrator

Paranoia Level Paranoia Level 2

Select Engine Mode Detection + Blocking
Request Limit (bytes) 524228

File Upload Scanner Disabled

Response Processing Disabled

Log Policy Log blocked threats
IP Reputation Filter Disabled

DoS Protection Enabled

Burst Time Slice 60

Counter Threshold 100

Block Timeout 600

If there are 100 similar requests within 60 seconds, it is identified as an attack

The IP from which the requests arise is then blocked for the timeout interval

© Modshield 5B x + v - B8 X

€ C A Notsecure | 10.10.171.19:5000/mg_firewal O @ cuest

Configure Modshield Service ‘ Administrator @

Paranoia Level Paranoia Level 2

Select Engine Mode Detection + Blocking
Request Limit (bytes) 524228
File Upload Scanner Disabled

Response Processing Disabled

Log Policy Log blocked threats

IP Reputation Filter Disabled

DoS Protection Enabled

Burst Time Slice 60

Counter Threshold 100

Block Timeout 600

Any IP sending out more than 100 requests within 60 seconds gets blocked for 600 seconds.
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Load Balancer Configuration
Video Link: https://youtu.be/GxNRHpZsaxY

Login to Modshield and select Domain Configuration from the Configuration menu

Administrator

LOG SIZE 1]
1/1 Websites ® OD:0H:16 M:38S O 558.3 KB !-

CONFIGURATION

Configuration
SSL Certificate - <
Last 1000 Threats Overview (Updated a y. 7)

Domain Configuration

Firewall Configuration ¥ Top 5 Attacker IP Top 10 Attack Category

Access Filtering

RULES MANAGEMENT
Default Ruleset

Custom Ruleset

Click on the LB button next to the domain for which you want to configure the load balancer.

@ Modshield 58 x 4+ =
&« C A Notsecure | 10.10.171.19:50¢ in_list o e Guest

Administrator @

Domain Configuration

Add domain

Domain Configuration

Show 10 entries Search:

Host Name ! Destination SSL Support Firewall Options

testphp.vulnweb.com 44.228.2493 WmLlE E@DOLP [FEdt  XDelete

Showing 1 to 1 of 1 entries Previous 1 Next
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The Load Balancer Options option allows you to set the different modes of load balancing

x o+ v - g x

€« C' A Notsecure | 10.10.171.19:5000/load_balancer/testphp vulnweb.com O 6 cues

Administrator @

Load Balancer

Domain: testphp.vulnweb.com Save

Load Balancer Options ByRequests~  Persistence Disabled ~

Show 10 entries Search:

Destination IP Address Actions

442282493

Showing 1 to 1 of 1 entries Previous = 1 Next

Choose the mode that best suits your requirement

@ Mooshield 58 x  + v - o D

€« C A Notsecure | 10.10.171.19:5000/load_bal r/testp web.com o em.=s~

Administrator @

Load Balancer

Domain: testphp.vulnweb.com Save

Load Balancer Options By Requests ¥ Persistence Disabled ¥

LOAD BALANCER MODES

Show 10 entries By Requests

By Traffic
Destination IP Address By Busyness
Heartbeat
442282493

Showing 1 to 1 of 1 entries Previous =1 Next
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To enable persistence which is disabled by default, simply click on the field and choose enable.

x4+ ~ - a X

<« c A Not secure | 10.10.171.19:5000/load_balancer/testphp vulnweb.com

Load Balancer

Dashboard

Domain: testphpvulnweb.com

Load Balancer Options ByRequests ¥  Persistence Enabled ¥

Show 10 entries Enabled

Disabled

Destination IP Address
44.228.249.3

1234

Showing 1 to 2 of 2 entries Previous | 1 Next

8 .© Type here to search % O H €@ = I~ O G E i (o) 30°C Cloudy ~ @ & 10 TJ dx ENG 03.;:_‘:022 B
Click on the Add button to add all the IP addresses that host the application
© Wocsrici 53 x 4 v - a8 x

- C A Notsecure | 10.10.171.19:5000/l0ad_balancer/testphp vulnweb.com O @ cuest

Administrator @

Dashboard

Load Balancer

Domain: testphp.vulnweb.com

Load Balancer Options By Requests ¥ Persistence Disabled ~

Show 10 entries Search:

Destination IP Address Actions

44.228.249.3

Showing 1 to 1 of 1 entries Previous = 1 Next
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Enter the IP address in the destination IP field and click on Add

© Modshield 58 x o+ - o X

t secure | 10.10.171.19:5000/l0ad v o ) O 6 cuest

PN
Q
>

Add Configuration

Host Name testphp.vulnweb.com

Destination IP 1234

This adds the IP address to the list of servers the application is hosted on

© Vossiela 58 < B v - o X

€« C' A Notsecu 10.10.171.19:50¢ i bal ty o e Guest

Dashboard

Load Balancer

Domain: testphp.vulnweb.com

Load Balancer Options By Requests ¥ Persistence Disabled ~

Show 10 entries Search:
Destination IP Address Actions
44.228.249.3
1234

56.7.8

Showing 1 to 3 of 3 entries Previous =1 Next
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Repeat this for all the IP addresses that you wish to add and then click on Save

@ Modshield 58 x + v - 0 X
« C A Notsecure | 10.10.171.19:5000/load_balancer/testphp vulnweb.com a erﬂ.m

f ‘ Administrator @

Dashboard

Load Balancer

Domain: testphp.vulnweb.com

Load Balancer Options By Requests ~  Persistence Disabled ~

Show 10 entries Search:
Destination IP Address Actions
442282493
1234
56.7.8

Showing 1 to 3 of 3 entries Previous =1 Next

You have now successfully configured the load balancer

To Verify the change, Open the Domain Configuration from the configuration menu

Administrator @

LOG SIZE
1/1 Websites ® OD:0H:16M:38S 558.3 KB

CONFIGURATION

Configuration
S Caros Last 1000 Threats Overview (Updated at: 08/2
Domain Configuration

Firewall Configuration ¥ Top 5 Attacker IP Top 10 Attack Category

Access Filtening

RULES MANMAGEMENT

Default Ruleset

Custom Ruleset
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Notice that the destination for the domain has been changed to LB instead of a single IP address

© Modshield 58 x 4+ v - o X

& C A Notsecure | 10.10.171.19:50( ain_list o e Guest

Domain Configuration

Add domain

Domain Configuration

Show 10 entries
Host Name 1 Destination SSL Support Firewall Options

testphp.vulnweb.com W18 EDOLP [@Edit XDelete

Showing 1 to 1 of 1 entries Previous 1 Next

You can also do this from the Load Balancer menu. Simply choose the domain from the menu and configure as
shown earlier. Do not forget to Save your changes

Data Loss Prevention
Video Link: https://youtu.be/GxNRHpZsaxY

To Configure Data Loss Prevention, Open the domain configuration from the configuration menu

Administrator @

LOG SIZE

1/1 Websites ® OD:0OH:16M:38S O 558.3 KB

CONFIGURATION
Configuration

SSL Certificate - n

Last 1000 Threats Overview (Updated at: O

Domain Configuration
Firewall Configuration Top 5 Attacker IP Top 10 Attack Category

Access Filtering

RULES MANAGEMENT

Default Ruleset

Custom Ruleset

com:5000/dashboard®
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Click on the DLP button next to the domain for which you would like to configure the DLP

© Modshield 58 X + v = o X

€« C A Notsecure | 10.10.171.19:50¢ in_list O @ ovest

Administrator @

Domain Configuration

Add domain

Domain Configuration

Show 10 entries
Host Name ! Destination SSL Support Firewall Options

testphp.vulnweb.com 44.228.2493 WLlE E@DLP [FEdt  XDelete

Showing 1 to 1 of 1 entries Previous = 1 Next

Click on Add to instruct Modshield on the format of data that is considered as sensitive

@ Modshield 58 X + v = o X

€« C A Notsecure | 10.10.171.19:5000/dlp/test O @ cuest

Administrator @
Data Leak Prevention (DLP)
Domain: testphp.vulnweb.com
DLP Settings

Show 10 entries Search:

Description Regex Action Actions

No data available in table

Showing 0 to 0 of O entries Previous
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Enter a name for your rule to easily identify what this data pattern is for...

© Mosshield 58 X+ v - o X

< C A Not 10.10.171.19 y O 6 cuest

DLP Rule

Host Name testphpvulnweb.com

Description

Regex

Need help?

Action Deny + No Log

| am going to restrict all responses that have a master card number

© Modshield S8 x 4+ v - 8 X

€« C A Notsecure | 10.10.171.19 fIp/testphp.vulnw O @ cuest

DLP Rule

Host Name testphpvulnweb.com

Description Mastercard Credit Card Nurrlbefi

Regex

Need help?

Action Deny + No Log
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Provide the regex for the data format. Please ensure that the regex is accurate. All responses from the application
that contains Mastercard numbers will be filtered

© Mosshield 58 x I v - 8 X

€ C 4 Notsecure | 10.10.171.19:5000/cllp/testphp.vulnw O 6 cuest

DLP Rule

Host Name testphp.vulnweb.com

Description Master Card Credit Card

Regex A5(1-5)Ad{14]5

Need help?

Action Deny + No Log

You can choose to allow the response and not store sensitive information in the log files or you can choose to
block the response itself. In both cases this data will not be logged

© Modshield S8 x 4+ v - g x

10.10.171.19 fIp/testphp.vulnw O @ cuest

2
Q
1 3

DLP Rule

Host Name testphp.vulnweb.com

Description Master Card Credit Card

Regex AB(1-5)Ad{14}$

Need help?

Action | Allow + No Log
Allow + No Log

65



StrongBox IT
N

| choose the block all responses with sensitive data

© Modshield 58 x4+

€ C 4 Not 10.10.171.19

DLP Rule

Host Name

Description

Regex

Need help?

Action

Click on Add to add this condition. You can repeat this to add any number of filters for DLP

DLP Rule

Host Name

Description

Regex

Need help?

Action

testphp.vulnweb.com

Master Card Credit Card

AS(1-5)N\A{14}5

| Deny + No Log

- Deny + No Log

testphp.vulnweb.com

Master Card Credit Card

AS(1-5)Ad{14}S

Deny + No Log

MODSHIELD™
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Click on Save to save this change

Aa ‘ Administrator @

Data Leak Prevention (DLP)

Domain: testphp.vulnweb.com
DLP Settings

Show 10 entries Search:

Description Regex Action Actions

Master Card Credit Card AS5(1-5)Ad{14}S Deny + No Log

Showing 1 to 1 of 1 entries Previous =1 Next

Erroneous Regex might block responses that are safe. Please ensure accuracy of the regex used.

You can also set the DLP rules using the DLP option in the left menu.

@ Dashboard - ModShield SB X G credit card regex - Google Searc X | + - X

&« C A Notsecure | 334.14.172:5000/dlp/really-not-a-valid-domain.com

A WARNING

Modifying this section is NOT recommended unless you know
what you are trying to do. Mis-configuration may make the
system unstable and potentially irrecoverable.

Are you sure to continue?
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Adding your own error page

Step 1: To add a custom error page click on configuration ->firewall configuration

Dashboard

LOG SIZE
0/0 Websites ® OD:0H:1M:30S O 6.9 KB

ya CONFIGURATION

Configuration
. SSL Certificate i 27/2021, 13:22
Last 1000 Threats Overview (Updated at: 08/27/2021, 13:22:07)

Domain Configuration

Firewall Configuration Top 5 Attacker IP Top 10 Attack Category
Access Filtering
RULES MANAGEMENT

Default Ruleset

Load Balancer Custom Ruleset

Step 2: click on choose file from the customization menu

Licensing Save Changes

License Key 00000-00000-00000-00000-00000

A
E Status:

Your license is managed by your Cloud Service Provider.

Customization Save Changes

¢ﬁ Error Page Choose File NIRRT

Step 3: You can choose your pre-designed custom error page and upload it. Click on save changes and your custom
error page will now be shown every time a request is blocked by Modshield SB

Customization Save Changes

¢a' Error Page Choose File [P
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Security | Performance | Automation

Import Logs
If you migrating between two instances of Modshield SB and would like to import the logs from the first instance

to the second, please follow the below steps.

STEP 1:To import logs click on configuration-> firewall configuration

LOG SIZE

Dashbeard
0/0 Websites ® OD:0H:12M:0S O 668.9 KB

* CONFIGURATION

Configuration

SSL Certificate i ; § -
Last 1000 Threats Overview (Updated at: 08/27/2021, 13:12:07)

Domain Configuration
Firewall Configuration Top 5 Attacker IP Top 10 Attack Category

Access Filtering
RULES MANAGEMENT

Default Ruleset

Load Balancer Custom Ruleset

S Administrator
Customization

Qo Error Page Choose File [\[oRilCReslE1

Update, Backup/Restore

Download update:

f & Update Modshield & Update Threat Intel

Manage Modshield Configuration:
X Import Configuration & Export Configuration

Import Logs

' X Import from file
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STEP 3: Once you have imported the logs it is being processed and can be viewed in the log section

€ Back | Alerts LOg Administrator (@

The Modshield log files were last processed at 08/27/2021, 13:12:07. Current log size is 863.0 bytes.

fconfiguration

Events Log

Show 10 entries Search:

Rule Rule
Timestamp Attacker IP ID Message

27/Aug/2021:13:00:07 34.207.167.99 45.95.168.133 910110 Request from

+0000 Malicious Client
(Known Bad IP
address)

27/Aug/2021:13:00:07 34.207.167.99 45.95.168.133 920350 Host header is
+0000 a numeric IP
address

27/Aug/2021:13:0 34.207.167.99 45.95.168.133 910110 Request from
+0000 Malicious Client
[Knawmn Rad 12
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Access Control
Video Link: https://youtu.be/281NONeWLrg

Whitelists and Blacklists
Access filtering allows us to set conditional access to a website or a web application

Administrator

LOG SIZE .
1/1 Websites V ® OD:0H:16M:38S O 558.3 KB '-

CONFIGURATION

Configuration
SSL Certificate -
Last 1000 Threats Overview (Updat

Domain Configuration

Firewall Configuration ¥ Top 5 Attacker IP Top 10 Attack Category

Access Filtering
RULES MANAGEMENT
Default Ruleset

Custom Ruleset

This is done by using a set of whitelists or blacklists.
© Modshield 58 x 4+ v - o X
« C A Notsecure | 10.10.171.19:5000/a: a e Guest

‘ Administrator @

Dashboard

Access Filtering testphpvulnweb.com Save

Whitelist - Blacklist - GeolP Filtering

Enter IP address (comma separated): Enter IP address (comma separated): Select mode:
® Whitelist ® Blacklist

Selected Countries:

Select the country:

Nothing selected ~
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Modshield allows you to restrict IPs, IP ranges and countries. You can specify this for each domain

x o+ S

€ C A Notsecure | 10.10.171.19:5000/a O @ cuest

‘ Administrator
Access Filtering testphpvulnweb.com Save

Whitelist Blacklist o GeolP Filtering

Enter IP address (comma separated): Enter IP address (comma separated): Select mode:
® Whitelist ® Blacklist

Selected Countries:

Select the country:

Nothing selected ~

To begin, select the domain for which you would like to restrict access

@ Modshield 58 X o+ v = o X

€ C A Notsecure | 10.10.171.19:5000/a O O cues

Administrator

Access Filtering testphpvulnweb.com

Dashboard
AVAILABLE DOMAINS

Whitelist Blacklist testphpvulnweb.com ’ Filtering

Enter IP address (comma separated): Enter IP address (comma separated): Select mode:
® Whitelist ® Blacklist

Selected Countries:

Select the country:

Nothing selected ~
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Whitelists allow traffic only from the IPs mentioned in the list. All other IPs are blocked

x 4+ v - B8 x

“ C A Notsecure | 10.10.171.19:5000/a: a e Guest

‘ Administrator
Access Filtering testphpvulnweb.com Save

Whitelist Blacklist o GeolP Filtering

Enter IP address (comma separated): Enter IP address (comma separated): Select mode:
® Whitelist ® Blacklist

Selected Countries:

Select the country:

Nothing selected ~

Blacklists on the other hand, allow traffic from all IPs other than the ones in the list

© Modshield 58 x + v - B8 x

“ C A Notsecure | 10.10.171.19:5000/a: a e Guest

‘ Administrator

Access Filtering testphpvulnweb.com Save

Whitelist - Blacklist - GeolP Filtering

Enter IP address (comma separated): Enter IP address (comma separated): Select mode:
® Whitelist ® Blacklist

Selected Countries:

Select the country:

Nothing selected ~
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At any given point, you can only have one of these enabled

@ Modshield 58 X o+ v = o X

€« C A Notsecure | 10.10.171.19:5000/a o em.m

Administrator @

Access Filtering testphp:vulnweb.com

Whitelist Blacklist o GeolP Filtering

Enter IP address (comma separated): Enter IP address (comma separated): Select mode:
® Whitelist ® Blacklist

Selected Countries:

Select the country:

Nothing selected ~

Turn on the Whitelist and enter the IP address that should be whitelisted

@ Modshield 58 X o+ v =
€ C A Notsecure | 10.10,171.19:5000/a O @ cuest

Administrator >
Access Filtering testphpvulnweb.com

Whitelist Blacklist - GeolP Filtering

Enter IP address (comma separated): Enter IP address (comma separated): Select mode:

. L] (o]
121.23.43.55 Whitelist Blacklist None

Selected Countries:

Select the country:

Nothing selected
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Add additional IPs separated by comma

x 4+

< c A Not secure | 10.10.171.19:50C

Access Filtering

Whitelist

Enter IP address (comma separated):

121.23.43.55,121.23.43.55

Blacklist

Enter IP address (comma separated):

MODSHIELD™

testphpvulnweb.com

GeolP Filtering

Select mode:
® Whitelist ® Blacklist

Selected Countries:

Select the country:

Nothing selected ~

Administrator

2

Turning on the Blacklist will automatically disable the whitelist. Add IP addresses to this list in the same way as you

did for a whitelist

x +

< C A Not secure | 10.10.171.19:50¢

Access Filtering

Whitelist

Enter IP address (comma separated):

Blacklist

Enter IP address (comma separated):

121.23.4355

testphp.vulnweb.com

GeolP Filtering

Select mode:
® Whitelist ® Blacklist

Selected Countries:

Select the country:

Nothing selected ~

Administrator

-
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Geo IP Filter
Similarly, you can all restrict IPs from a country or countries using the Geo IP filter.

© Modshield 58 x + v - B8 x

“ C A Notsecure | 10.10.171.19:5000/a: a e Guest

‘ Administrator

Access Filtering testphpvulnweb.com Save

Whitelist Blacklist o GeolP Filtering

Enter IP address (comma separated): Enter IP address (comma separated): Select mode:
® Whitelist ® Blacklist

Selected Countries:

Select the country:

Nothing selected ~

You can choose either to blacklist or whitelist countries

x 4+ v - B8 x

“ C A Notsecure | 10.10.171.19:5000/a: a e Guest

‘ Administrator

Access Filtering testphpvulnweb.com Save

Whitelist - Blacklist - GeolP Filtering

Enter IP address (comma separated): Enter IP address (comma separated): Select mode:
® Whitelist ® Blacklist

Selected Countries:

Select the country:

Nothing selected ~
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Select the countries that you would like to add to your list

@ Modshield 58 x o+
€« C A Notsecure | 10.10.171.19:50(

Access Filtering

Whitelist

Enter IP address (comma separated):

Losd Balance

Blacklist

Enter IP address (comma separated):

You can choose any number of countries to be added to this list

@ Modshield 58 X fiise

< C A Not secure | 10.10.171.19:50(

Access Filtering

Whitelist

Enter IP address (comma separated):

Blacklist

Enter IP address (comma separated):

MODSHIELD™

Administrator @

testphpvulnweb.com

GeolP Filtering

Select mode:
® Whitelist ® Blacklist

Selected Countries:

Select the country:

Nothing selected

Administrator @

testphp.vulnweb.com

¥ Afghanistan
Albania

" Algeria

<« American Samoa

¥ Andorra

* Angola

= Anguilla

W Antarctica

%' Antigua and Barbuda

# Argentina

= Armenia

™= Aruba

* Australia

&= Austria

Anguilla, Antarctica
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You can also disable all lists and save the settings to preserve the lists.

x 4+ v - B8 X

¢ C A Notsecure | 10.10.171.19:5000/a O O cuest

Administrator

Dashboard

Access Filtering testphpvulnweb.com

Whitelist oD Blacklist ) GeolP Filtering

Enter IP address (comma separated): Enter IP address (comma separated): Select mode:

121.23.43565,121.23.4355 LA S Blackiit

Selected Countries:

ALAQ

Select the country:

Anguilla, Antarctica

You are not required to remove the entries. This makes it easier to enable the same settings later
@ Mooshield 58 x 4+ v =
€ C A Notsecure | 10.10.171.19:50¢ O @ cuest

‘ Administrator

Access Filtering testphpyulnweb.com Save

Whitelist Blacklist [ )] GeolP Filtering

Enter IP address (comma separated): Enter IP address (comma separated): Select mode:

e e
121.23.4355,121.23.4355 \Whitslfat Sacs

Selected Countries:

ALAQ

Select the country:

Anguilla, Antarctica
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Safe IP

MODSHIELD™

Another setting that provides IP specific access is called a Safe list (Safe IP)

Safe list is found in the firewall configuration menu item

Dashboard

*

Configuration

Load Balancer

Scroll down to the Safe IP section

< C a

0/0 Websites
CONFIGURATION
SSL Certificate
Domain Configuration
Firewall Configuration

Access Filtering
RULES MANAGEMENT

Default Ruleset

‘Custom Ruleset

x +

Not secure | 10.10.171.19:50¢

Configure SafelP

o

LOG SIZE
® OD:0H:12M:0S O 668.9 KB

Last 1000 Threats Overview (Updated at: 08/27/2021, 13:12:07)

Top 5 Attacker IP Top 10 Attack Category

Paranoia Leve

Select Engine Mode

Request Limit (bytes)

File Upload Scanner

Response Processing

Log Policy

IP Reputation Filter

DoS Protection

Domain

Allowed IP

Administrator

Detection + Blocking
524228

Disabled

Enabled

Log blocked threats
Enabled

Disabled

Save Changes

testphp.vulnweb.com
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You can specify Safe IPs for each of the domain that you manage

@ Modshield 58 X o+

< c A Not secure | 10.10.171.19:5000/r

Configure SafelP
: “

Licensing

Modshield will turn off the rules processing for all traffic from this IP address alone

@ Mooshield 58 X +

< C A Notsecure | 10.10.171.19:5000/mg

Configure SafelP

s

Licensing

Log Policy

IP Reputation Filter

DoS Protection

Domain

Allowed IP

License Key

Status:

Request Limit (bytes)

File Upload Scanner

Response Processing

Log Policy

IP Reputation Filter

DoS Protection

Domain

Allowed IP

Log blocked threats

Enabled

Disabled

testphp.vulnweb.com

1111

KEMLQ-BJYEW-CQUYR-ISXDM

Your currrent license expires in 6 days.

Disabled
Enabled
Log blocked threats
Enabled

Disabled

testphp.vulnweb.com

testphp.vulnweb.com
demotestfire.net

MODSHIELD™

Administrator

Save Changes

Administrator

Save Changes
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It is important to ensure that the safe IP is not blocked by any whitelist or blacklist settings

As always, please save changes for the settings to take effect

© Modshield 5B X+ ~ o x

<« (& A Not secure | 10.10.171.19:5000/mg_firewal

Administrator @

Log Policy Log blocked threats

IP Reputation Filter Enabled

DoS Protection Disabled

Configure SafelP Save Changes

Domain testphp.vulnweb.com

Lo
Lo Allowed IP 1111

Licensing

License Key KEMLQ-BIYEW-CQUYR-ISXDM

—
E Status:

Your currrent license expires in 6 days.
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Rules Management
Video Link: https://youtu.be/qp1Vviu400s.

Modshield has a built-in set of rules that enable effective protection against all common attacks

Administrator

LOG SIZE °
1/1 Websites ® OD:0H:16 M:38S 0 558.3 KB !-

CONFIGURATION

Configuration
SSL Certificate '
Last 1000 Threats Overview (Updated at

Domain Configuration

Firewall Configuration ¥ Top 5 Attacker IP Top 10 Attack Category

Access Filtering

RULES MAMAGEMENT
Default Ruleset

Custom Ruleset

Default Rulesets and Rules

To view and configure the default set of rules that are provided, open the default ruleset from the configuration

menu
© Modshield 5B X+ ~ = o x
€ C A Notsecure | 10.10.171.19:5000/rules view O @ cuest

Administrator @)

Dashboard

€8ack | Configure Rules Save Changes

SCANNER-DETECTION

PROTOCOL-ATTACK

LOCAL FILE INCLUSION (LFI)

REMOTE FILE INCLUSION (RFI)

REMOTE CODE EXECUTION (RCE)
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Expand the ruleset by clicking on it. You can see the number of rules enabled in that set\\
@ Modshield 58 x 4+ v = o x

I C A Notsecure | 10.10.171.19:5000/rul o e Guest

Administrator @

€8ack  Configure Rules Save Changes

® SCANNER-DETECTION

® PROTOCOL-ATTACK

® LOCAL FILE INCLUSION (LFI)

Enabled Rules: 4/4
Identifies users trying to include a file that would be local to the webserver that they should not have access to. Exploiting this type of attack can lead to the web application or server
being compromised.

® REMOTE FILE INCLUSION (RFI)

® REMOTE CODE EXECUTION (RCE)

You can choose to disable the rulesets as a whole

@ Modshield 58 X + v = o X

€ C A Notsecure | 10.10.171.19:5000/rules_view o e Guest

Administrator

Configure Rules Save Changes

SCANNER-DETECTION

PROTOCOL-ATTACK

@ LOCAL FILE INCLUSION (LFI)

Enabled Rules: 4/4
Identifies users trying to include a file that would be local to the webserver that they should not have access to. Exploiting this type of attack can lead to the web application or server
being compromised.

® REMOTE FILE INCLUSION (RFI)

® REMOTE CODE EXECUTION (RCE)
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or you can click on configure which then lists all the rules in that ruleset

@ Modshield 58 x  + v = o X

€ C A Notsecure | 10.10.171.19:5000/rules_view O © cues

Administrator

€8ack | Configure Rules Save Changes

® SCANNER-DETECTION

® PROTOCOL-ATTACK

® LOCAL FILE INCLUSION (LFI)

Enabled Rules: 4/4
Identifies users trying to include a file that would be local to the webserver that they should not have access to. Exploiting this type of attack can lead to the web application or server
being compromised.

® REMOTE FILE INCLUSION (RFI)

® REMOTE CODE EXECUTION (RCE)

You can choose to enable or disable individual rules as well as all the rules as whole using Disable ALL or Enable ALL

@ Modshield 58 x 4+ w - =} X

€« C A Notsecure | 10.10.171.19:5000/rules_view/930 O 6 cues

Administrator @)

a € Back | Configure "LOCAL FILE INCLUSION (LFI)" Save Changes

Dashboard

Directory Traversal Attacks - Encoded Payloads

Directory Traversal Attacks - Decoded Payloads

OS File Access

Restricted File Access
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Once done, click on Save Changes to update the rule configurations

@ Modshield 5B x  + v = [u] X

€« C A Notsecure | 10.10.171.19:5000/rules_view/930 O 6 cues

Administrator @)

a € Back | Configure "LOCAL FILE INCLUSION (LFI)" Save Changes

Dashboard

Directory Traversal Attacks - Encoded Payloads

Directory Traversal Attacks - Decoded Payloads

OS File Access

Restricted File Access

Custom Rules

You can add custom rules using the custom ruleset menu in the configuration

Administrator @

LOG SIZE

1/1 Websites ® OD:0H:16M:38S O 558.3 KB

CONFIGURATION

SSL Certificate .
Last 1000 Threats Overview (Updated at: (

Domain Configuration
Firewall Configuration v Top 5 Attacker IP Top 10 Attack Category

Access Filtering

RULES MANAGEMENT

Default Ruleset

Custom Ruleset
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Security | Performance | Automation

The rules wizard makes it easy for you to add a simple custom rule

© Modshield 58 x +

A Not secure | 10.10.171.19:50¢

PN
Q

Administrator  §

Custom Ruleset

-

Custom Ruleset

Enter a unique rule ID, a name and choose the phase in which the rule should be applied

@ Modshield 58 x 4

€ c A Not secure | 10.10.171.19:50(

Step 1 - Add Custom Rule

Rule ID 001

Rule Name Test Rule

Phase Request Header

Rule Description
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Modshield applies the rules based on the phase in which it is defined

Step 1 - Add Custom Rule

Rule ID 001

Rule Name Test Rule

Phase Request Header

Rule Description

Request header, Body, and Response header, Body are the phases in Modshield

Step 1 - Add Custom Rule

Rule ID 001

Rule Name Test Rule

Phase Request Header }

Rule Description
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Choose the phase in which this rule should be applied

Step 1 - Add Custom Rule

Rule ID 001

Rule Name Test Rule

Phase Request Header

Rule Description

Enter the description. This will be stored as a Message in the log file. Click next

Step 1 - Add Custom Rule

Rule ID 001
Rule Name Test Rule

Phase Request Header

Rule Description

88



StrongBox IT sB
el MODSHIELD

Choose the parameter that the rule is applied on

In step 3, select the operation that has to be performed on this parameter

© Mossrie x o+ - o

Step 3 - Add Custom Rule

Rule Operator beginsWith

Value

Rule Action
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Enter the value against which this parameter has to be compared

Step 3 - Add Custom Rule

Rule Operator contains
Value Alert

Rule Action Allow Requests

v (D

and define the action when the rule matches.

Step 3 - Add Custom Rule

Rule Operator contains

Value Alert

Rule Action Allow Requests
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| choose to deny all requests that match the criteria defined

Step 3 - Add Custom Rule

Rule Operator contains
Value Alert

Rule Action Deny Requests

revecs (D

Click on Add rule

Step 3 - Add Custom Rule

Rule Operator contains
Value Alert

Rule Action Deny Requests

v | (D
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Security | Performance | Automation

You will see the rule displayed in this text box. You can modify the rule here and hit save.

© vocsieis 5o x +

< C A Not secu 10.10.171.19:50¢

Administrator  §)

Custom Ruleset

Custom Ruleset

SecRule REQUEST_BODY "@contains Alert" "id:999992001, phase:2, deny, msg:'Modshield Custom rule (Test Rule)™

Mistakes in the custom rule can adversely affect the working of the firewall.

© Hosiisse x o+

€ C A Notsecure | 10.10.171.19:50( | O @ cuest

A WARNING

Modifying this section is NOT recommended unless you know
what you are trying to do. Mis-configuration may make the
system unstable and potentially irrecoverable.

Are you sure to continue?

v 58
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You can also write your custom rule here directly instead of using the wizard.

3

Dashboard

Custom Ruleset

Rules Wizard

Custom Ruleset

SecRule REQUEST_BODY "@beginsWith Alert" "id:999992001, phase:2, deny, msg:'Modshield Custom rule (Test Rule)™

To remove a custom rule, select the rule and delete it. Save Changes

© Modshield 5B X 4+ = - a x

€ C A Notsecure | 10.10.171.19:5000/custom rules O @ cuest

Administrator @)

[:]
Dashboard

Custom Ruleset
Rules Wizard

Custom Ruleset

SecRule REQUEST_BODY "@beginsWith Alert" "id:999992001, phase:2, deny, msg:'Modshield Custom rule (Test Rule)™
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This will remove the custom rule from the firewall.

) ‘ Administrator @

Custom Ruleset

Rules Wizard

Custom Ruleset

You can create as many custom rules as you need
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Log Management
Video Link: https://youtu.be/TxLWpckvluo

MODSHIELD™

Modshield makes it very easy to analyze events and whole log files written by the firewall

© Modshield 58 X +

<€ c A Not secure | 10.10,171.19:50¢

€ Back  Alerts Log

Events Log

LOG MANAGEMENT
tries

View Alerts
View Raw Log
mp i Host Request line
Manage Log
29/Jul/2022:09:27:20 +0000 testphp.vulnweb.c POST /userinfo.php
om HTTP/1.1

03/Aug/2022:09:26:19 testphp.vulnweb.c POST /userinfo.php
+0000 om HTTP/1.1

03/Aug/2022:09:26:19 testphp.vulnweb.c POST /userinfo.php
+0000 om HTTP/1.1

03/Aug/2022:09:26:19 testphpvulnweb.c ~ POST /userinfo.php
+0000 om HTTP/1.1

03/Aug/2022:09:26:19 testphp.vulnweb.c POST /userinfo.php
+0000 om HTTP/1.1

View Alerts

Administrator

V¥ Download Alert Logs

Remote
Address Rule Id Message Rule Message

0.171.23 941380 AngularlS client side template Warning. Pattern
injection detected match "{{*?}}" at
ARGS:urname.

942370 Detects classic SQL injection Warning. Pattern ...
probings 2/3

942260 Detects basic SQL authentication Warning. Pattern ...
bypass attempts 2/3

942130 SQL Injection Attack: SQL Tautology Warning. Pattern ...
Detected

942130 SQL Injection Attack: SQL Tautology Warning. Pattern ...
Detected

Click on View alerts from the Logs menu. This gives you a list of all threats blocked by Modshield

@ Modshield 58 x 4

€« C A Notsecure | 10.10.171.19:50(

€Back  Alerts Log

Events Log

LOG MANAGEMENT
tries

View Alerts
View Raw Log
mp i Host Request line
Manage Log
29/Juy2022:09:27:20 +0000 testphp.vulnweb.c POST /userinfo.php
om HTTP/1.1

03/Aug/2022:09:26:19 testphp.vulnweb.c POST /userinfo.php
+0000 om HTTP/1.1

03/Aug/2022:09:26:19 testphp.vulnweb.c POST /userinfo.php
+0000 om HTTP/1.1

03/Aug/2022:09:26:19 testphp.vulnweb.c POST /userinfo.php
+0000 om HTTP/1.1

testphp.vulnweb.c POST /userinfo.php
om HTTP/1.1

Administrator

¥ Download Alert Logs

Search:

Remote
Address Rule Id Message Rule Message

171.23 941380 AngularlS client side template Warning. Pattern
injection detected match "{{*7}}" at

ARGS:urname.

10.10.171.23 942370 Detects classic SQL injection Warning. Pattern ...
probings 2/3

942260 Detects basic SQL authentication Warning. Pattern ...
bypass attempts 2/3

10.10.171.23 942130 SQL Injection Attack: SQL Tautology Warning. Pattern ...
Detected

10.10.171.23 942130 SQL Injection Attack: SQL Tautology Warning. Pattern ...
Detected
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Click on any event line to see more details of the event

A Attack Details

Timestamp: 29/Jul/2022:09:27:20 +0000
Transaction ID: YuOn@PBerAuUnui9JIFbDNwWAAAEU
Host: testphp.vulnweb.com
Attacker IP: 10.10.171.23
Rule ID: 941380

Description:
Angular]S client side template injection detected

/Add to blacklist Close

Blacklist IP

To blacklist the IP that is shown in the event, simply click the respective row, in “Attack details” you can see the
“Add to Blacklist”

A Attack Details

Timestamp: 18:00:06.060254 +0530
Transaction 1D: EE
Host: 001
Attacker IP: 127.00.1
Rule 1D: 920350

Description:

s a numeric IP address

Add to blacklist Close Analyse logs
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Analyse Logs
To deeply analyse the event, you can simply click "Analyse logs" in the attack details of the respective event in the
Alert Logs.

A Attack Details

Timestamp:
Transaction ID:
Host:

Attacker IP:
Rule ID:

a numeric IP address

Add to blacklst Close Analyse logs

After clicking the “Analyse Logs” you will be seeing the structured and categorized event log in a new tab

local_address: "10.10.176.207",
local_port: 80,

remote_addr:
remote_port: 4165
time: "24/Aug/202
transaction_id: "YwYh57.

59.95.93.186"

oo o

0000,
d4G7NTugfX0QAAAAFE"

o

se: {

body: "<!DOCTYPE html> <html> <head> <title>Modshield SB</title> <style type=\"text/css\"> * | box-sizing: border-box; } html, body { margin: 0; font-family: Arial, 'Helvetica
Neue', Helvetica, sans-serif; color: #fff; background: #333; overflow: hidden; | .landing-inner { position: absolute; top: 0; left: 0; width: 100%; height: 100%; background: rgba(0, 0.
ext-align: center; padding-top: S0px; | .landing | position: relative; background-image: url('{ | url_for ('static’, filename='img/landing_b; ') 1 1'): background-size: cover;
ground-position: center: height: 100v </style> </head> <body> <section class=\"landing\"> <div ¢ "landing-inner\"> <div style=\"top: 40vh:position: absolute;left:

15vw;\"> <img sre=\"{{ url_for (‘static’, filename="img/modshield.png') } }\" style=\"width: 35%:\"/> <h1>This IP is protected by Modshield SB</h1 div> </section> </body:

ept-Ranges: "bytes",
nnection: "Upgrade".
Content-Length: "953",

fodified: "Thu, 21 Jul 2022 04:34:48 GMT",
de: "h2.h2c",
"Accept-Encoding”

o

protocol: "HTTP/1.1",
status: 200

)
iy

® request: |
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Download Alert Logs

MODSHIELD™

You can download “Alert Logs” simply clicking the “Download Alert Logs” button at the top right side of the page.

You can choose to store it in any location locally

@ Mooshield 58 X +

< Cc A Not secure | 10.10.171.19:50¢

€ Back Alerts Log

Events Log

Show 10 entries

Timestamp ! Host Request line

29/Jul/2022:09:27:20 testphpvulnweb.c  POST Juserinfo.php
+0000 om HTTP/1.1

Showing 1 to 1 of 1 entries

View Raw Logs

Remote
Address

10.10.171.23

Administrator @

¥ Download Alert Logs

Search:

Rule Id Message

941380 AngularJS client side template
injection detected

Warning. Pattern ...

Previous = 1 Next

Modshield also provides an easy interface to view the associated raw logs. Select View Raw Logs from the Log

Menu
@ Mooshield 58 x  +
< C A Not secure 10.10.171.19:50¢

€ Back  Alerts Log

Events Log

LOG MANAGEMENT 2
tries

View Alerts

View Raw Log

mp 1 Host Request line

Manage Log
29/ul2022:09:27:20 +0000  testphpvulnweb.c  POST /userinfo.php
om HTTP/1.1

testphp.vulnweb.c POST /userinfo.php
+0000 om HTTP/1.1

03/Aug/2022:09:26:19 testphp.vulnweb.c POST /userinfo.php
+0000 om HTTP/1.1

03/Aug/2022:09:26:19 testphp.vulnweb.c POST /userinfo.php
+0000 om HTTP/1.1

testphpvulnwebc  POST /userinfo.php
om HTTP/L.1

Remote

10.10.171.23

10.10.171.23

¥ Download Alert Logs

Rule id Message Rule Message

941380 AngularJS client side template
injection detected

Warning. Pattern
match "{{*7}}" at
ARGS:urname.

942370 Detects classic SQL injection
probings 2/3

Warning. Patter

942260 Detects basic SQL authentication
bypass attempts 2/3

Warning. Pattern ...

942130 SQL Injection Attack: SQL Tautology Warning. Pattern ..
Detected

942130 SQL Injection Attack: SQL Tautology ~ Warning. Pattern ...
Detected
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This lists all the log entries. The entries are in JSON format.

You can copy an entry that you are interested in, and beautify it using any tool

x 4

€ Bak Raw Log

The current log size is 428.6 KB. Displaying last 25 entries.

Raw Log

{“"transaction”
{“"transaction”
{"transaction”
{"transaction”
{“transaction”:
{"transaction”:
{"transaction”:
{"transaction”:
{"transaction”
{"transaction”
“transaction”

"transaction”
“transaction”

"transaction”

{
{
{
{
(
{
{
{
{

"t
“transaction”:

x 4+

"03/Aug/2022:
"03/Aug/2022:
"03/Aug/2022:
"03/Aug/2022:
:"03/Aug/2022:
1"03/Aug/2022:
:"03/Aug/2022:
1"03/Aug/2022

"83/Aug/2022

"03/Aug/2022:

09

a5

09:

"03/Aug/2022:0

"03/Aug/2022:
"03/Aug/2022:
"03/Aug/2022:
1"03/Aug/2022:

€ Bak Raw Log

ransaction_id
“transaction_id"
,"transaction_id
+0000", "transaction_id"
+0000" , “transaction_id

6 +0000", "transaction_id

+0000"
+0000" , "transaction_id
+0000"

,"transaction_id"
ransaction_ic
ransaction_id"

+0000", "transaction_id"

,“transaction_id
+0000" , "transaction_id"

+0000", "transaction_id":

The current log size is 428.6 KB. Displaying last 25 entries.

Raw Log

{“transaction”: {"time":

{"transaction”
{“"transaction”
{"transaction”
{“transaction"
{"transaction”
{"transaction”:
{"transaction”:
{"transaction”:
"transaction”:
“transaction”
"transaction”
“transaction”

"transaction”

{
{
{
{
{
(
{
{
{
{

“transaction"

{

"03/Aug/2022:09:26:19 +0000", "transaction_id"

"03/Aug/2022:
"03/Aug/2022:
"03/Aug/2022:
"03/Aug/2022:
"03/Aug/2022:
:"03/Aug/2022:
1"03/Aug/2022:0
:"03/Aug/2022:
:"03/Aug/2022:

"03/Aug/2022:0

3/Aug/2022:
“03/Aug/2022:
"03/Aug/2022:
"03/Aug/2022:

“transaction_id"

,"transaction_id"
*,“transaction_id

", "transaction_id

+0000", "transaction_id":

+0000" , "transaction_id

+0000", “transaction_id":

+0000" , "transaction_id
+0000" , "transaction_id"
+0000", "transaction_id"
+0000", "transaction_id
+0000 ransaction_id"

transaction_id

,"transaction_id":

00 - O@WmXdSqZyzAvy t YAAAAAAC™ , “remote_address

U0-OelmXdSqZy ZAVY tY3WAMAE ", "remote.

ddress

Yuo-NeWmXdSqZyzAvytY3gAAAAA™, "remote_address

Yuo-M@WnXdSqzyzAvy tY3QAMAT ", "remote

+"Yuo-MOWMXdSqZyZAvy tY3AAMABY " , “remote.
:"Yuo-LuWmXdSqZyzAvytY2wAMBg" , “remote.

K@y jwrMX3jNLF195JQAAAEE", “remote .
0-Key jwrMX3 jNLF19sJAAAAEL ", “remote
JeyjwriX3 NLF19S IWAAAEM" , “remote .
0-E@y jWrMX3 JNLF 19STGAAAEL emote
DelmXdSqZyzAvytY2gAAABM
"Yuo-CuWmXdSqZyzAvytY2QAAABC ", "remote
Yuo-B@WmXdSqZyzAvytY2AAAABQ" , "I
Yuo-BewnXdSqzZyzAvytYIWAABI ", "remote
Yuo-A@y jWriX3jNLF19SIQARAFQ” , “remote

address”™

address

address

address™: "

address

address

address
address

10 -O@WmXdSqZyzAvy t YAAAAAAC™, “remote_address™

U0-OelmXdSqZyZAVY tY3WAMAE ", "remote.

u0- NeWmXdSqZy zAvy tYIgAAAAL
Yuo-M@WnXdSqzyzAvy tY3QAMAT ", "remote
Yuo-MOWNXdSqZyzAvytY3AAMABY ", “remote

:"Yuo-LuWmXdSqZyzAvytY2wAMBg" , “remote.

K@y jwrMX3jNLF195JQAAAEE", "remote
0-Key jwrMX3 jNLF19sJAAAAEL ", “remote
JeyjwriX3 NLF19S IWAAAEM" , “remote .

0-E@y jWrMX3jNLF19STGAMEU" , "remote
DelmXdSqZyzAvytY2gAAABM", “remote .
"Yuo-CuWmXdSqZy zAvytY2QAAABC ", "remote
U0 -BEWNXdSqZyzAVytY2AAAABQ' mote_
"Yuo-BeWnXdSqZyzAvytYIWAAMBI ", "remote
Yuo-A@y jWriX3jNLF19SIQAAAFQ” , “remote

address
address’

address”™

address

address

addr

address”:

address
address
address
address’
address
address

_address”:

MODSHIELD™

.23","remote_port
.23","remote_por-
.23","remote_port
.23", "remote_port"
.23","remote_port

.23", "remote_port"
.23","remote_port’
.23","remote_por
.23","remote_por-

Administrator

61601, "local _address”

161601, "local_address"

161601, “local _address™:
161601, "local_address”:
161585, "local_address”:"

51585, "local_address"
local_address’
61572, "1ocal_address”

":61572,"1ocal_address”

.23","remote_port
.23","remote_port

.23","remote_port'

.10.171.23", "remote_port™

mote_por
remote_por

.23", "remote_port"
.23","remote_port"
.23", "remote_port"
.23","remote_port’
.23","remote_port’
.23", "remote_port
.23","remote_port
.23","remote_port
.23", "remote_port"
.23","remote_port"
.23","remote_port

.23","remote_port'

61572, "1ocal_addre

61572, "local_address”

161568, "local_address™:

Administrator

161601, "local_address”

51601, "local_addres:
61601, "local _address”
61601, "1ocal_address"

161601, “local_address"
161601, "local_address"
161585, "local_address”:

61585, "local_address™:
5,"local_address":
,"local_address":
61572,"local_address”
572,"local_address”
61572, "1ocal_address"
61572, "local_address”

61568, "1ocal_address"

*

*

99



N

Stl'OngBOX IT MDDSHIELD‘*B

Security | Performance | Automation

| use beautifier.io to render the log entry in a readable JSON format. When you forward logs to an external listener,

this is the format that you will be parsing

@ Dashboard - ModShield SB X |9 Online JavaSeript beautifier x o+

<« C @ beautifierio

Online JavaScript Beautifier ¢1.11.0)

Beautify, unpack or deobfuscate JavaScript and HTML, make JSONLJSONP readable, etc. Indent with 4 spaces B End script and style with newline?
All of the source code is completely free and open, availabls on Gittub under MIT licence Allow 5 newlines between tokens ¥ Support edsjsx syntax
and we have a command-line version, python library and a node package as well Do not wrap fines B Use comma-fiet st tyls?
Beautlty JavaScript v Braces with control statement v ! Detect packers and obfuscators?
HTML <style>, <script> formatting Preserve inline braces/cods blocks?
Add one indent level v Keep array indentation?
Additional Settings (JSON) Break lines on chained methads?
I | Space before conditional: "if(x)"
Unescape printable chars encoded as NN or \uNNNN?
Use JSLint-happy formatiing tweaks?
4 Indent <head> and <body> sections?
Keep indentation on empty lines?
Use a simple textarea for code input?
Beautify Code
R

“trensaction”:
"timen

"Xq7CFGBLANHHEC KPu
"44.224.22.196",

: "CONNECT 3.34.14.172:89 HTTP/1.8",

1
"GEOIP_ADDR": "44.224.22.196",
"GEOIP_CONTINENT_CODE": "NA",
"GEOIP_COUNTRY_C
UNTRY N

Download Raw Logs
Log files need to be managed, archived or transferred. This can be done using the Manage Log Option

@ Mooshield 58 X +
Administrator @

Download Logs

Manage Log

Configure FTP Service Moveto FTP  Save Changes

IP Address
LOG MANAGEMENT

View Alerts Username

View Raw Log = 5
ASSWOr

Manage Log

Secure FTP Disabled

Directory

Configure Log Forwarding Service

o Log Forwarding Service Disabled

o
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The Download Log button allows you to download a copy of the log file, locally

@ Modshield 58 x 4

€« C A Not secure | 10.10.171.19:5000/manage _log

Manage Log

Configure FTP Service

IP Address
Username

Password

Secure FTP

Directory

Configure Log Forwarding Service

s

Log Forwarding Service

You can choose to store it in any location locally

Administrator @

Download Logs

MovetoFTP  Save Changes

Disabled

Disabled

G Save As
= v 4 5 ThisPC »

Organize =

v | Search This PC pe

#[n
I
1
-

) o ~
Add Domain_V1 « Folders (7)
Apr 2020
3D Object:
Evolution Aus JEets
Surfacedl ) -
Deskt
@& Onelrive Esktep
= This PC
D t
J 3D Objects I"_j oeHments
I Desktop 25 v
File name: | ModShieldSE.log v|

Save as type: | Text Document (*.log)

4 Hide Folders

Save | I

T asSVWOTa
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Transfer Logs using FTP
You can also transfer the log files using FTP

Manage Log

Configure FTP Service

IP Address
Username
Password
Secure FTP

Directory

Configure Log Forwarding Service

Qo Log Forwarding Service

Disabled

Disabled

MODSHIELD™

Administrator @

Clear Logs Download Logs

Move to FTP  Save Changes

Simply configure the FTP details and the directory to which the log files are to be transferred. You can enable

secure FTP if it is allowed for your transfer

x +

€ C A Notsecure | 10.10.171.19:5000/manage log

Manage Log

Configure FTP Service

IP Address

Username

a
Password
" [

Secure FTP

Directory

Configure Log Forwarding Service

*ﬁ Log Forwarding Service

12.12.12.12

tftp

Disabled

todays_logs

Disabled

A ‘ Administrator @

Download Logs

Move to FTP  Save Changes
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Once configured, click on "Move to FTP" to move the log file. Once moved, the log files will be cleared in the

firewall and the dashboards refreshed

@ Mooshield 58 X +

€ C A Notsecure | 10.10.171.19:5000/manage log

Manage Log

Configure FTP Service

IP Address

Username

a
Password
" [

Secure FTP

Directory

Configure Log Forwarding Service

*ﬁ Log Forwarding Service

Log Forwarding

You can enable real time log forwarding to an external listener service

© Modshield 58 x 4+

€« C A Notsecure | 10.10.171.19:5000/manage log

Manage Log

Dashboard
Configure FTP Service
IP Address

Username

a
Password
!

Secure FTP

Directory

Configure Log Forwarding Service

*0 Log Forwarding Service

12.12.12.12

tftp

Disabled

todays_logs

Disabled

12121212

tftp

Disabled

todays_logs

Disabled

A ‘ Administrator @

Download Logs

Move to FTP Save Changes

Administrator @

Download Logs

Moveto FTP  Save Changes

103



StrongBox IT sB
N MODSHIELD

Enable this service to forward every log entry as it is written to the log file

© Modshield 58 x + v - B8 x

€« C A Notsecure | 10.10.171.19:5000/manage _log O @ cuest

L) ‘ Administrator @

\ETRE! [o[S] LOg Clear Logs Download Logs

Dashboard

Configure FTP Service Move to FTP  Save Changes

IP Address 12.12.12.12

Username tftp

a
Password
! S

Secure FTP Disabled

Directory todays_logs

Configure Log Forwarding Service

Q Log Forwarding Service Disabled

(o] Enabled

Disabled

Enter the IP address and the port details of the listener and Save Changes

@ Modshield 58 x 4+ -2 =
€ C A Notsecure | 10.10.171.19:5000/manage log O @ cuest

‘ Administrator @

Manage LOg Clear Logs Download Logs

Configure FTP Service Moveto FTP  Save Changes

IP Address 12121212
Username tftp
Password

Secure FTP Disabled

Directory todays_logs

Configure Log Forwarding Service

Log Forwarding Service Enabled

aﬁ Destination 192.168.1.200:4455

The forwarded messages will be in the same JSON format as in the raw logs.
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Update Modshield
Video Link: https://youtu.be/OpNaGKcRpHI

Modshield is constantly kept current through updates that are published regularly

To update Modshield, scroll down to the update section in Firewall configuration

@ Mooshield 58 x 4+ v - o 0

re | 10.10.171.19:5000/mg_f

Administrator

Manage Firewall

Configure Modshield Service
CONFIGURATION
SSL Certificate Paranoia Level Paranoia Level 2
Domain Configuration
Firewall Configuration

Select Engine Mode Detection + Blocking
Access Filtering

RULES MANAGEMENT Request Limit (bytes) 524228

Default Ruleset
File Upload Scanner Disabled
Custom Ruleset

o Response Processing Enabled

Log Policy Log blocked threats
IP Reputation Filter Enabled

DoS Protection Disabled

Threat intelligence, rules, software and the Geo IP data updates are made available

@ Modshield 58 x 4+ o=
< C A Notsecure | 10.10.171.19:5000/mg_firew O @ ouest @

Administrator @
Stat

Your currrent license expires in 6 days.

Customization

¢c Error Page Choose File NN =0

Update, Backup/Restore

Download update:

' X Update Modshield & Update Threat Intel

H Manage Modshield Configuration:
& Import Configuration & Export Configuration

Import Logs

X Import from file
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You can also update any changes in your license information using this screen

@ Modshield 58 X +

€ C A Notsecure | 10.10.171.19:5000/mg_firewal

Configure SafelP

s

Licensing
—

Customization

Administrator

Domain testphp.vulnweb.com

Allowed IP

License Key KEMLQ-BJYEW-CQUYR-ISXDM

Status:

Your currrent license expires in 6 days.

Save Changes

Error Page Choose File (SRR D]

Update Threat Intelligence Feeds

Threat Intel provides Modshield with information to identify bots, crawlers, bad IPs and so on

@ Modshield 58 X +

< C A Notsecure | 10.10.171.19:5000/mg_firewal

Customization

s

Update, Backup/Restore

1

Import Logs

1

- x
O @ cuest @

Administrator @
Stat

Your currrent license expires in 6 days.

Error Page Choose File INEIEREE]

Download update:

X Update Modshield & Update Threat Intel

Manage Modshield Configuration:

X Import Configuration & Export Configuration

X Import from file
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Modshield Updates

Modshield upgrades help us push rules and software updates to all instances

@ Modshield 58 X +

10.10.171.19:50¢

Your currrent license expires in 6 days.

Customization

aﬁ Error Page Choose File [NRIEReE=0]

Update, Backup/Restore

Download update:
f & Update Modshield & Update Threat Intel
Manage Modshield Configuration:
[ —..]
L. Import Configuration & Export Configuration

Import Logs

f X Import from file

MODSHIELD™

Administrator @

Save Changes
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Import / Export Configuration

To back up the firewall configuration, you can export the configuration and store it locally

@ Modshield 58 X

€ C A Notsecure | 10.10.171.19:5000/mg_firewal

Customization

+

e A

Update, Backup/Restore

Import Logs

1

Administrator
Stat

Your currrent license expires in 6 days.

Save Changes

Error Page Choose File RGN

Download update:
& Update Modshield & Update Threat Intel
Manage Modshield Configuration:
L. Import Configuration & Export Configuration

X Import from file

You can also use that to import the configuration into another firewall instance

@ Modshield 58 X

€ C A Notsecure | 10.10.

Customization

+

171.19:5000/mg_firewal

e A

Update, Backup/Restore

Import Logs

1

1

Administrator
Stat

Your currrent license expires in 6 days.

Save Changes

Error Page Choose File RGN

Download update:
& Update Modshield & Update Threat Intel
Manage Modshield Configuration:

L. Import Configuration & Export Configuration

X Import from file
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This is very useful if you are managing multiple firewalls and would like to replicate the settings. This also allows

you to import custom rules, DLP settings etc. from another firewall

MODSHIELD™

€ Open
€ o v

Organize =

= Deocuments

‘r Downloads

J’l Music
= Pictures

ideos

<« Windows (C:) » Cenfig backup »

Mew folder

~

E modshield_config.zip

Windows [C:)
HP_RECOVERY (

= HP_TOOLS (E:)

cF Metwork

[ DESKTOP-GGTAL Y £

Mame

Search Config backup

Date modified

04-05

File name: | modshield_config.zip

2020 16:00
:00

=0

o
m @

Type

WinRAR ZIP arc

v| |WinRARZIP archive (zip) v

| Open

Cancel I

We encourage you to keep your firewall instance updated regularly using these options

@ Dzshboard - ModShield SB

¢ - C A Notsecre

Licensing

x  +

3.34.14.172:5000/mg_firewall
-

Update Modshield

Your currrent license expires in 24 days.

X Threat Intel Package
X Upgrade Modshield
& IP-Geography definitions

Manage ModShield Configuration:

& Import Configuration

X Export Configuration

Save Changes
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References
Certain definitions from OWASP, SANS and Wikipedia have been referred to in the creation of this document

& C A Notsecure | testbox.strongboxit.com:5000/dashboard o w = Q H

i Apps @ NewTab [ WedizPlayer > Orderbistory ¥ IPLFantasylesgue @) E-RECEIPTOFEXA.. 8 CAT AdmitCard 20.. @ application form of... » Other bookmarks Reading list

® ‘ Administrator @

Dashboard

LOG SIZE [
1/1 Websites ® O0D:0H:16 M:38S O 558.3 KB --

2 CONFIGURATION

Configuration
SSL Certificate ) _
Last 1000 Threats Overview (Updated at: 08/27/2021, 10:12:07)

Domain Configuration

Firewall Configuration Top 5 Attacker IP Top 10 Attack Category

Access Filtering
RULES MANAGEMENT

Default Ruleset

Load Balancer Custom Ruleset

testboxstrengboxit.com:5000/dashboard#
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