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About StrongBox IT Private Limited 

StrongBox IT was founded with the purpose of providing confidence to the businesses against all operational 

failures. Our vision is to help people and enterprises StrongBox their IT infrastructure in terms of security, 

performance, Continuous regression, scalability and availability. 

¢ƻŘŀȅΩǎ ǇǊƻŘǳŎǘƛƻƴ ŜƴǾƛǊƻƴƳŜƴǘ ƛǎ ŀ ŎƻƴŘǳƛǘ ƻŦ ǾŀǊƛŜŘ ǘŜŎƘƴƻƭƻƎƛŜǎ ǘǊȅƛƴƎ ǘƻ ƛƴǘŜǊŀŎǘ ŀǎ ƻƴŜ ǳƴƛŦƛŜŘ ǎȅǎǘŜƳΦ ¢Ƙƛǎ 

pushes the operational support team to scale, at times, beyond their capacity to ensure continuous availability of 

business systems. StrongBox IT compliments the operational support team in their endeavor by helping them 

validate every change being rolled into production  

To address the need of protecting business from IT downtime, StrongBox provides security testing, performance 

testing and regression automation services.  
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Where do we stand in the world of internet and innovation? 
Accelerated digital innovation is a double-edged sword that hangs over the cybersecurity threat landscape. As 

companies rapidly pursue digital transformation to compete, they can expose more of their business to cyber 

disruption and theft. The problem is that cyber criminals are innovating in lockstep or, in some cases, at a greater 

rate. 

LǘΩǎ Ŝŀǎȅ ǘƻ ǘŀƪŜ ȅƻǳǊ ŜȅŜ ƻŦŦ ǘƘŜ ōŀƭƭ ƎƛǾŜƴ ǘƘŜ ŎƻƳǇƭŜȄƛǘȅ ƛƴ ōƻǘƘ ǘŜŎƘƴƻƭƻƎȅ ƛƴƴƻǾŀǘƛƻƴ ŀƴŘ ǘƘŜ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǘƘǊŜŀǘ 

ƭŀƴŘǎŎŀǇŜΦ LǘΩǎ ƳƻǊŜ ƛƳǇƻǊǘŀƴǘ ǘƘŀƴ ever to ensure a continued focus on your cybersecurity strategic plan, making 

adjustments based on the evolving threat landscape so that you are prepared to prevent, detect, and remediate 

cybersecurity issues.  

If this can be achieved by a simple 10-minute process, why wait. Channel years of cybersecurity experience, collective 

ƛƴǘŜƭƭƛƎŜƴŎŜ ƻŦ ǿƻǊƭŘΩǎ ƭŜŀŘƛƴƎ ŜȄǇŜǊǘǎ ŀƴŘ ŀ ǘƛƳŜ-tested product to protect your information and data assets.  

Web Application Firewall ς A Quick Introduction 
A web application firewall (or WAF) filters, monitors, and blocks HTTP traffic to and from a web application. A WAF 

is differentiated from a regular firewall in that a WAF is able to filter the content of specific web applications while 

regular firewalls serve as a safety gate between servers. By inspecting HTTP traffic, it can prevent attacks stemming 

from web application security flaws, such as SQL injection, cross-site scripting (XSS), file inclusion, and security 

misconfigurations. 

A web application firewall is a special type of application firewall that applies specifically to web applications. It is 

deployed in front of web applications and analyzes bi-directional web-based (HTTP) traffic - detecting and blocking 

anything malicious. The OWASP provides a broad technical defiƴƛǘƛƻƴ ŦƻǊ ŀ ²!C ŀǎ άŀ ǎŜŎǳǊƛǘȅ ǎƻƭǳǘƛƻƴ ƻƴ ǘƘŜ ǿŜō 

application level which - from a technical point of view - ŘƻŜǎ ƴƻǘ ŘŜǇŜƴŘ ƻƴ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ƛǘǎŜƭŦΦέ !ŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ 

t/L 5{{ LƴŦƻǊƳŀǘƛƻƴ {ǳǇǇƭŜƳŜƴǘ ŦƻǊ ǊŜǉǳƛǊŜƳŜƴǘ сΦсΣ ŀ ²!C ƛǎ ŘŜŦƛƴŜŘ ŀǎ άŀ ǎŜŎǳǊƛǘȅ policy enforcement point 

positioned between a web application and the client endpoint. This functionality can be implemented in software 

or hardware, running in an appliance device, or in a typical server running a common operating system. It may be a 

stand-ŀƭƻƴŜ ŘŜǾƛŎŜ ƻǊ ƛƴǘŜƎǊŀǘŜŘ ƛƴǘƻ ƻǘƘŜǊ ƴŜǘǿƻǊƪ ŎƻƳǇƻƴŜƴǘǎΦέ Lƴ ƻǘƘŜǊ ǿƻǊŘǎΣ ŀ ²!C Ŏŀƴ ōŜ ŀ ǾƛǊǘǳŀƭ ƻǊ ǇƘȅǎƛŎŀƭ 

appliance that prevents vulnerabilities in web applications from being exploited by outside threats. These 

vulnerabilities may be because the application itself is a legacy type or it was insufficiently coded by design. The WAF 

addresses these code shortcomings by special configurations of rule-sets, also known as policies. 

WAFs are not an ultimate security solution, rather they are meant to be used in conjunction with other network 

perimeter security solutions such as network firewalls and intrusion prevention systems to provide a holistic defense 

strategy. 
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What is Modshield SB? 
 

 

Å Modshield SB is a web Application Firewall that is powerful and enterprise grade yet affordable and easy to 

implement 

Å Modshield SB is custom built using Modsecurity (the most trusted firewall by security engineers) and 

OWASP CRS (providing adequate coverage to application threats), adding analytics and intuitive 

configuration elements that are normally cumbersome 

Å Modshield SB is built for implementation on AWS, Alibaba cloud and as a Virtual machine  

Å StrongBox IT continuously update the custom rulesets and threat intelligence feeds thereby, eliminating 

the need for the business to ensure regular updates 

 

Modshield SB ς Powerful at heart 
A customized implementation of Modsecurity and OWASP Core rule set to protect your web and mobile applications 
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Å Straight through implementation ς no 

technical experience required 

Å Available on AWS, Alibaba and as a Virtual 

Machine 

Å SSL Support ς included 

 

 

Å Protect unlimited domains and 

applications 

Å Continuously updated rule sets ς included 

Å Unlimited custom rules ς included 

Å Health checks - included 

 

 

Modshield SB ς All the good stuff 
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Purpose of the document 
The purpose of this document is to help a Modshield user make use of the powerful and extremely useful features 

that Modshield provides. The document has been divided into sections addressing the basic setup and the 

advanced fine-tuning options that Modshield provides. 

For additional help, please write to ms_support@strongboxit.com  

  

mailto:ms_support@strongboxit.com
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Installing Modshield SB from the AWS Marketplace 
Step No: 1 Visit the marketplace page of the version that better suits your needs (Cloud / BYOL). Click on 

άContinue to Subscribeέ ōǳǘǘƻƴ 

 

 

Step No: 2 Read and confirm that you accept the End User Licence Agreement (EULA) 

 

Step No: 3 You should see the status as άtŜƴŘƛƴƎέ for a while when AWS processes your request, which should 

eventually change to the date when you accepted the EULA 
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Step No: 4 Click on ά/ƻƴǘƛƴǳŜ ǘƻ /ƻƴŦƛƎǳǊŀǘƛƻƴέ button on top right to configure your instance 

 

 

 

 

Step No: 5 Confirm the Modshield SB version and Region that you want the instance to be deployed, and click the 

ά/ƻƴǘƛƴǳŜ ǘƻ [ŀǳƴŎƘέ button 
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Step No: 5 Confirm the Instance Type, VPC and subnet settings in the following page as per your needs, or you 

can use the recommended defaults 

 

 

 

Step No: 6 Since Modshield SB requires ports 22,80,443,5000 open for access to administrative panel and normal 

operations, you can either click on ά/ǊŜŀǘŜ bŜǿ .ŀǎŜŘ ƻƴ {ŜƭƭŜǊ {ŜǘǘƛƴƎǎέ to pre-populate the security group, or 

configure a new security group as per your requirements 
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Step No: 7 Enter name and description for the new security group, and click on ά{ŀǾŜέ Button. You can also restrict 

access to the administrative panel by allowing access only from a particular IP or range of IPs by modifying the 

Source IP fields at this step 

 

 

Step No: 8 Create keypair for the new instance by selecting the ά/ǊŜŀǘŜ ƴŜǿ ƪŜȅǇŀƛǊ ƛƴ 9/нέ link which takes you 

to the Keypair section in EC2  
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Step No: 9 Click on ά/ǊŜŀǘŜ ƴŜǿ ƪŜȅǇŀƛǊέ and give suitable name  

 

Step No: 10 Once you click on ά/ǊŜŀǘŜέ button in the previous step, save the generated keypair file in PEM format 

to a safe and secure location 

Click the button with the refresh symbol, and select the newly generated keypair from the list. Click on ά[ŀǳƴŎƘέ 

button to start your instance 

 

Your instance should now be deployed to your EC2 console 

 



  
  
    

    
    
 Document Classification: Standard                                                                                                                            

In the next section, we will check on accessing the dashboard, and configuring various domains and related 

settings 

Accessing dashboard 

Click on the ά9/н /ƻƴǎƻƭŜέ link in previous step to take you directly to the page where your instance is running 

Note the Instance ID (which will be the initial password), and Public IP of the WAF instance 

 

 

Visit http://<Public IP>:5000/modshieldsb_login to access the administrative panel 

 

Enter your instance ID in the password field to login 

You should now be greeted with the empty dashboard page as follows 
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Installing Modshield SB from the Azure Marketplace 
Step 1: Select your preferred plan (either Cloud or BYOL) from the provided dropdown menu, and click Continue 

button 

 

 

 

Step 2: Click on Create button to configure various deployment settings  
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Step 3: Provide name for your new instance and change size if required from the available list 

 

 

Step 4: Configure your login username and authentication method in the next step. NOTE: You can also opt to use 

the default modshield username to simplify user management. 

 

 

Step 5: Click on Review+Create button to review the final deployment template and click on Create button. 
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Step 6: Save the SSH private key when prompted and click Download private key and create resource button to 

deploy your instance 
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In the next section, we will check on accessing the dashboard, and configuring various domains and related 

settings 

Accessing dashboard 

Once your new instance is deployed, copy the Subscription ID, which would be default password for your Modshield 

SB instance 

 

 

 

Visit http://<Public IP>:5000/modshieldsb_login to access the administrative panel 
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Enter your Azure Subscription ID in the password field to login 

You should now be greeted with the empty dashboard page as follows 

 

 

 

 

 

 

 












































































































































































