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About StrongBox IT Private Limited

StrongBox IT was founded with the purpose of providing confidence to the businesses against all operational
failures. Our vision is to help people and enterprises StrongBox their IT infrastructure in terms of security,
performance, Continuous regressi@talability and availability.
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pushes the operational support team to scale, at times, beyond their capacity to ensure continuous avaifability
business systems. StrongBox IT compliments the operational support team in their endeavor by helping them

validate every change being rolled into production

To address the need of protecting business from IT downtime, StrongBox provides security, festiormance
testing and regression automation services.
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Where do we stand in the world of internet anshnovation?

Accelerated digital innovation is a doukdedged sword that hangs over the cybersecurity threat landscape. As
companies rapidly pursue digital transformation to compete, they can expose more of their business to cyber
disruption and theft. Theroblem is that cyber criminals are innovating in lockstep or, in some cases, at a greater
rate.

LGQa Slrae G2 G118 @2dz2NJ SeS 2FF (G(KS olft 3IABSY (GKS O2YLX
flyRaOIlI LIS® L (i Qa& ever2oNBsurd aychddinidd lfogus onlydUl cybersecurity strategic plan, making
adjustments based on the evolving threat landscape so that you are prepared to prevent, detect, and remediate
cybersecurity issues.

If this can be achieved by a simplerhthute process, why wait. Channel years of cybersecurity experience, collective
AYGStt A3aSy 0SS 27F 42 NI Reatad pfoduct # prytett ySuEimfiBnialioa ant gaR assetsii A Y S

Web Application Firewalt A Quick Introduction

A web application firgall (or WAF) filters, monitors, and blocks HTTP traffic to and from a web application. A WAF
is differentiated from a regular firewall in that a WAF is able to filter the content of specific web applications while
regular firewalls serve as a safety ghttween servers. By inspecting HTTP traffic, it can prevent attacks stemming
from web application security flaws, such as SQL injection, -sitesscripting (XSS), file inclusion, and security
misconfigurations.

A web application firewall is a special &/pf application firewall that applies specifically to web applications. It is

deployed in front of web applications and analyzeslibéctional webbased (HTTP) traffiadetecting and blocking

anything malicious. The OWASP provides a broad technicgl fefiA 2y F2NJ I 2! C | a al a$0OdzN
application level whichfrom a technical pointofviewR2 S& y 24 RSLISYR 2y GKS | LILIX A O A
t/ L 5{{ LYF2N¥IOGA2Yy {dzLJLJ SYSy(d T2 N NpplicganiedBenény pointc dc = |
positioned between a web application and the client endpoint. This functionality can be implemented in software

or hardware, running in an appliance device, or in a typical server running a common operating system. It may be a
stard-t £ 2y S RSOAOS 2NJAYyGESaANIGSR Ayid2 2G§KSNIySig2N] O02YLRY
appliance that prevents vulnerabilities in web applications from being exploited by outside threats. These
vulnerabilities may be because themjgation itself is a legacy type or it was insufficiently coded by design. The WAF
addresses these code shortcomings by special configurations edetgealso known as policies.

WAFs are not an ultimate security solution, rather they are meant to legl irs conjunction with other network
perimeter security solutions such as network firewalls and intrusion prevention systems to provide a holistic defense
strategy.
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What is ModshieldSB?

Protection from DDoS, Bad OWASP CRS and Modshield Custom

— Rules. Dashboard reporting, Event

IPs, Bots, Crawlers, Spiders <—
and Log Analyzers

and Scanners

Easy to install and Easy
— to Customize. HTTP
and HTTPS

Regular threat
updates, rule updates <
and device updates

Built-in Load Balancer, DLP
and real time log forwarding

A Modshield SB iswaeb ApplicationFirewallthat is powerful andenterprise grade yet affordable and easy to
implement

A Modshield SB is custom built using Modsecurity (the most trusted firewall by security engineers) and
OWASP CRS (providing adequate coverage to application threats), adding analytics and intuitive
configuration elements that are normally cumbersome

A Modshield SB is built for implementation on AWS, Alibaba cloud and as a Virtual machine

A StrongBox IT continuously update thastomrulesets and threat intelligence feeds thereby, eliminating
the need for thebusiness to ensure regular updates

owerful, Customizable, Affordable all in one License

Stand Alone WAF - Full ownership and IP Reputation checks Highly Customizable
Fully Loaded control [Threat Feeds Rules

Highest Cost

efficiencies MODSHIELD" Management

Localized Log
Analytics and Built-in Load DDoS/Bot/Crawler Log forwarding to
Dashboards Balancer and DLP Protection event monitors

Modshield SB; Powerful at heart

A customized implementation of Modsecurity and OWASP Core rule set to protect your web and mobile applications
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A Straight through implementation¢ no
technical experience required

\._-’ i hitps:// A Available on AWS, Alibaba and as a Virtual
SSL Machine

(-J Allbaba ClOUd A SSL Suppogincluded

Easy Setup Multiple Platforms SSL Support

A Protect unlimited domains and
applications

G = M
Configurable

A Health checksincluded Protect multiple rulesets and Web;t:c::lfealth

A Continuously updated rule setsincluded

A Unlimited custom ruleg included

applications and websites unlimited custom
rules

Modshield SB; All the good stuff

Modshield SB — All the good stuff

DDoS Protection IP Reputation B¢ ors / IP and Geography Configure Safe IPs for
/! unrestricted access

And More

Configurable Data Loss
Load Balancer Prevention Rules

MODSHIELD™
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Purpose of the document
The purpose of this document is to help a Modshield user make use of the powerful and extremely useful features
that Modshield provides. The document has been divided into sections addressing the basic setup and the

advanced fie-tuning options that Modshield provides.

For additional help, please write tas_support@strongboxit.com
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Security | Performance | Automation

Installing Modshield SB from the AWS Marketplace
Step No: 1Visit the marketplace page of thersion that better suits your needs (Cloud / BY@ligk on
éContinue to Subscride 0 dzii G 2 Y

Modshield SB - Web Application Firewall Continue to Subscribe

By: StrongBox ITLLC(Z'  Latest Version: ModshieldSB_1.3C

Save to List

Modshield SB - The first layer of defence against numerous threats that web and mebile
Typical Total Price

$0.75/hr
ng per instance for services
S.xlarge in US East (N
Virginia). View Details

applications face
Linux/Unix  ©9977777%7 0 AWS reviews

Overview Pricing Usage Support Reviews

Step No: ZRead and confirm that you accept tBed User Licence AgreemefiiULA)

< Product Detail Subscribe

Subscribe to this software

To create a subscription, review the pricing information, and accept the terms for this software. You can also

create a long term contract on this page.

Terms and Conditions

StrongBox IT LLC Offer

By subscribing to this software, you agree to the pricing terms and the seller's End User

License Agreement (EULA)(Z". You also agree and acknowledge that AWS may share

information about this transaction (including your payment terms) with the respective
seller, reseller or underlying provider, as applicable, in accordance with the AWS Privacy Accept Terms

Notice [Z. Your use of AWS services is subject to the AWS Customer Agreement(Z' or other

agreement with AWS governing your use of such services.

Step No: 3vou should see the status @st S y Rdr g \#hidle when AWBrocesses your request, which should
eventually change to the date when you accepted the EULA

You have subscribed to this software and agreed that your use of this software is subject to the pricing terms
and the seller's End User License Agreement (EULA) (4. You agreed that AWS may share information about this
transaction (including your payment terms) with the respective seller, reseller or underlying provider, as
applicable, in accordance with the AWS Privacy Notice (. Your use of AWS services remains subject to the AWS
Customer Agreement(?' or other agreement with AWS governing your use of such services.

Product Effective date Expiration date Action

Modshield SB - Web Application Firewall 8/6/2020 N/A w Show Details
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Step No: &Clickoma / 2 y i A y dzS (i 2 buttad gnfop HgiieNd-cdnfigRrg your instance

IRl Modshield S8 - Web Application Firewal

Step No: Confirm the Modshield SB version and Region that you want the instance to be deployed, and click the
G/ 2y GAydzS buitén [ | dzy OK €

Configure this software

Choaose a fulfillment option below to select how you wish to deploy the software, then enter the information
required to configure the deployment.

Delivery Method
64-bit (x86) Amazon Machine Image (AMI) v

Software Version

ModshieldSB_1.3C (Jul 27, 2020) v
Region
US East (N. Virginia) v

Ami Id: ami-00f95e839f0dc9152

Product code: eztahrigSuvi3nfyqyawze8az
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Step No: Confirm the Instance Type, VPC and subnet settiimgthe following page as per your needs, or you
can ug the recommended defaults

EC2 Instance Type

Memaory: & GiB
c5.xlarge A CPU: 16 EC2 Compute Units {4 virtual cores with 4.0 Compute Units
each)
Storage: EBS storage only
Network Performance: Up to 10Gbps

VPC Settings

* indicates a default vpc

vpc-7a58b507 v =
Create a VPCin EC2 [
Subnet Settings
. — IPv4 CIDR block: 172.31.48.0/20
subnet-d46d89e5 (us-east-1e) ¥ =

Create a subnet in EC2
(Ensure you are in the selected VPC above)

Step No: 6Since Modshield SB requires ports 22,80,443,5000 open for access to administrative panel and normal
operations, you can eitherclick@n/ NB+ S bSg . I aS kb ppgopufate thé sedudityguipiiok y 3 & £
configure a new security group as per your requirements

Security Group Settings

A security group acts as a firewall that controls the traffic allowed to reach one or more instances. You can create a new
security group based on seller-recommended settings or choose one of your existing groups. Learn more

Select a security group v =

Create New Based On Seller Settings
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Step No: 7Enter name and description for the new security group, and cliok énl- Butén. You can also restrict
access to the administrative panel by allowing access only from a particular IP or range of IPs by modifying the
Source IP fields at this step

Create new based on seller settings
A new security group will be generated by AWS Marketplace. It is based on recommended settings for Madshield SB -
Web Application Firewall version Modshield5B_1.3C.
Name your security Group
ModshieldSB_Security_Group
Description
This is the Security Group with rules for Modshield SB WAF

Connection Method Protocsol Port Range Source (IP or Group)

SSH tep 22 Anywhe v | 0.0.0.0/0

HTTP tcp B0 Anywhe ¥ |0.0.0.0/0

HTTPS tep 443 Anywhe ¥ || 0.0.0.0/0
tp 5000 Anywhe ¥ | 0.0.0.0/0

Rules with source of 0.0.0.0/0 allows all IP addresses to access your instance. We recommend limiting access to only

Cance' ﬂ

Step No: &Create keypair for the new instance by selectingdhe NB I (i SLIy S KJ Knwhech takés you
to the Keypair section in EC2

known IP addresses.

Key Pair Settings

To ensure that no other person has access to your software, the software installs on an EC2 instance with an EC2 key pair
that you created.

Select a key pair LA+

Create a key pair in EC2 &
(Ensure you are in the region you wish to launch your software)
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Step No: LClickomx / NS (S y & gileSuitatle AalE

Create Key Pair X |

NN e = T

Step No: 1@0nce you click ot / NI butio i the previous step, save the generated keypair file in PEM format
to asafe and secure location

Click the button with the refresh symbol, and select the newly generated keypair from the list. Cfick dndzy” O K ¢
button to start your instance

Key Pair Settings

To ensure that no other person has access to your software, the software installs on an EC2 instance with an EC2 key pair
that you created.

modshield-sb-keypair v =

Create a key pair in EC2 &
(Ensure you are in the region you wish to launch your software)

Launch
Your instance should now be deployed to your EC2 console
Launch this software
Congratulations! An instance of this software is successfully deployed on EC2!
AMI ID: ami-00f35e839f0dc8152 (View Launch Configuration Details)
You can view this instance on ECZ Console. You can also view all instances on Your Software. Software and AWS hourly

usage fees apply when the instance is running and will appear on your monthly bill.

You can launch this configuration again below or go to the configuration page to start a new one.

Configuration Details

Fulfiliment Option 64-bit (xB6) Amazon Machine Image (AMI)
Modshield 5B - Web Application Firewall

Software Version ModshieldSB_1.3C

Region US East (N. Virginia)

Usage Instructions
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In the next section, we Wicheck on accessing the dashboard, and configuring various domains and related
settings

Accessing dashboard

Clickonthet 9 / 1/ #inK i prévidus step to take you directly to the page where your instance is running

Note thelnstance IDwhich willbe the initial password), anelublic 1Pof the WAF instance

[ ] Name Instance ID + | Instance Type Availability Zone Instance State Status Checks Alarm Status Public DNS (IPv4) 1

i cd8c .large us-east-le @ running checks ... one &  ec2-52-87-230-33.com... £
| ] 0539effbi34cicas 2.1 1 C & 272 check: N 1 2-52-87-230-33. £

Instance: | i-0539effbf34cfca8c Public DNS: ec2-52-87-230-33.compute-1.amazonaws.com [N =R =]
Description Status Checks Monitoring Tags Usage Instructions
Instance ID | i-0539effbf34cic48c Public DNS (IPv4)  ec2-52-87-230-33.compute-
1.amazonaws.com
Instance state  running IPv4 Public IP | 52.87.230.33 |3
Instance type  t2.large IPv6IPs -
Finding  Opt-in to AWS Compute Optimizer for Elastic IPs
recommendations. Learn mare
Private DNS  ip-172-31-63-119.ec2.internal Availability zone  us-east-le
Private IPs~ 172.31.63.119 Security groups ~ ModshieldSB_Security_Group. view
inbound rules. view outbound rules
Secondary private IPs Scheduled events  No scheduled events A
Visithttp://<Public IP>:5000/modshieldsb_logito access the administrative panel
B Login | Modshield SB x  +
&« C Y @ Notsecure | 52.87.230.33:5000/modshieldsb_login * @O e F oo (&)

Dashboard Login

Username

Administrator

Password

MODSHIELD"

Powered by ModSecurity and OWASP-CRS

Enter yourinstance IDn the password field to login

You should now be greeted with the empty dashboardepag follows
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@ Modshield SB x  +
<« C @ @ Notsecure | 52.87.230.33:5000/dashboard * GO AORFEOO (o]

Dashboard

LOG sizZI
0/0 Websites ® Not Yet! 0.0 bytes

Last 1000 Threats Overview (Ug

Last 5 days Overview Top 5 Attacker IP Top 10 Attack Category
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Installing Modshield SB from the Azure Marketplace

Stepl: Select your preferred plan (either Cloud or BYOL) from the provided dropdown menu, arCiotitokue
button

X
Create this app in Azure _
I agree to the provider’s terms of use and
i L . privacy policy and understand that the
Modshield SB Web Application Firewall (WAF) rights to use this product do not come
By StrongBox IT LLC from Microsoft, unless Microsoft is the

provider. Use of Azure Marketplace is
governed by separate terms.

Software plan

Pay as you Go - Subscription Model hd

Pricing: First month free, then starting at $0.58/hour

Details: All Modshield SB plans are full feature plans supporting
multiple applications

Step2: Click onCreatebutton to configure various deployment settings

Modshield SB Web Application Firewall (WAF) =

StrongBox IT LLC

Modshield SB Web Application Firewall (WAF) © saveroriater

StrongBox IT LLC

Free trial

Select a plan | Pay as you Go - Subscription Model v | | Start with a pre-set configuration

Want to deploy programmatically? Get started
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Step3: Providenamefor your new instance and changeeif required from the available list

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resgurces.

Subscription * (&) | Azure subscription 1 v |

Resource group * (0 | {Mew) modshieldsb-test_group ~ |

Create new

Instance details

Virtual machine name * (O | maodshieldsb-test - |
Region * © | (US) East US v |
Availability options (&) | No infrastructure redundancy required W |
Image * (@ | Pay as you use - Subscription Model - Gen1 Y |

Browse all public and private images

Azure Spot instance () O Yes .é. No
Size* (@ | Standard_D2s_v3 - 2 vcpus, 8 GiB memary ($493.48/month) ~
Select size

Step4: Configure your login username and authentication method in the next step. NOTE: You can also opt to use
the defaultmodshieldusername to simplify user management.

Administrator account

Authentication type (@ .é. S5H public key O Password

ﬂ Azure now automatically generates an S5H key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect to your
virtual machine.

Username * (0 | madshield /|
SSH public key source | Generate new key pair W |
Key pair name * | modshieldsb-test_key v |

Step5: Click onReview+Creatdutton to review the final deployment template and click Greatebutton.
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Home > Modshield SB Web Application Firewall (WAF) (preview) >

Create a virtual machine

o Validation passed

Basics Disks  Metworking Management Advanced Tags  Review + create

PRODUCT DETAILS
Modshield 5B Web Application Not covered by credits &
Firewall (WAF) 0.5800 USD/hr

by StrongBox IT LLC
Terms of use | Privacy policy

Standard D2s v3 Subscription credits apply ©

by Microsoft 0.0960 USD/hr

Terms of use | Privacy policy Pricing for other VM sizes

TERMS

By clicking "Create", | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed

aheniae ik suthariza bliccocaft to hill o cureant noucmant maathod for tho fone accaciatad suith the offarinadcl auith tho canan

Next Download a template for automation

Step 6: Save the SSH private key when prompted and &iaknload private key and create resource button to
deploy your instance

Generate new key pair

0 An 55H key pair contains both a public key and a
private key. Azure deoesn't store the private key.
After the 55H key resource is created, you won't be
able to download the private key again. Learn more &

Download private key and create resource

| Return to create a virtual machine |
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In the next section, we will check on accessing the dashboard, and configuring various domagiatadd

settings

Accessing dashboard

Once your new instance is deployed, copy $ubscription IDwhich would be default password for your Modshield

SB instance

Home > Virtual machines

1 modshieldsb-test =
Virtual machine
|/’J Search (Ctrl+/) ‘ « & Connect
B Overview
B Activity lox
vied A Essentials
A2 Access control (IAM)

Resource group (change) :

€ Restart D Stop :: Capture i Delete ‘f_:' Refresh Q Share to mobile

@ Advisor (1 of 2): Enable virtual machine replication to protect your applications from regianal outage —

modshieldsb-test_group [

@ Tags Status Running Size Standard D2s v3 (2 vcpus, 8 GiB memory)
& Diagnose and solve problems Location : East US Public IP address 1 40.87.104.97

ription (change; Azure ription 1 Virtua fsubnet dsh o-vnet/defa
Settings Subscription (change)  : Azure subscriptior irtual network/subnet : modshiel group-vnet/default
~ Subscription 1D : f0d7b1e2-d70e-2eea-a3b1-90352c12e652 [ DNS name : Config
2 Networking

Tags (change) Click here to add tags

& Connect
=
& Disks Properties  Monitoring  Cay Recommendations (2)  Tutorials
B3 Size
© Security B virtual machine @& Networking

Computer name modshieldsb-test Public IP address 40.87.104.97
% Advisor recommendations

Operating system Linux (ubuntu 18.04) Public IP address (IPv6) -
0

Extensions sKU payg Private IP address 10014
% Continuous delivery Publisher stronghoxitllc1594816423884 Private IP address (IPvé -
@ Availability + scaling VM generation v Virtual network/subnet  modshieldsb-test_group-vnet/default
& Configuration Agent status Ready DNS name Configure
W 22492
entity .
None Ed Size

" o
Il Properties = Brosimity nlacement N/A Size Standard D2s v3

MODSHIELD"

: Linux (ubuntu 18.04)

Visithttp://<Public IP>:5000/modshieldsb_logimo access the administrative panel
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Enter yourAzure Subscription 1h the password field to login

You should now be greeted with the empty dashboard page as follows
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